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1 Introduction

1.1 Identification

This report documents the evaluation of Sybase, Inc.’s Adaptive Server Anywhere 7.0.0 Database
Management System (DBMS) running on Microsoft’s Windows NT 4.0 operating system. Adaptive
Server Anywhere 7.0.0 with C2 Update (ASA) was evaluated against the C2 requirements of the
Trusted Computer System Evaluation Criteria (TCSEC) as interpreted by the Trusted Database
Interpretation.

1.2 Product Background

Adaptive Server Anywhere 7.0.0 enables the design and delivery of information to workgroup,
mobile, and embedded database systems. ASA deliversrich database functionality, including full
transaction processing, stored procedures, row-level locking, Java support, and symmetric
multiprocessor (SMP) support, but still has avery small footprint.

The evaluated configuration is Sybase, Inc.’s Adaptive Server Anywhere 7.0.0 with C2 Update
(ASA) running on Microsoft’s Windows NT 4.0 with Service Pack 6awith C2 Update. The
evaluated ASA software includes both the network and stand-alone versions of the server software
(dbsrv7.exe and dbeng7.exe). However, the ASA server cannot be accessed remotely in the
evaluated configuration. The client and server were evaluated running on the same machine. The
trusted client interfaces include Interactive SQL, command line utilities, and the C programming
language interface. Communication between client applications and ASA in the evaluated
configuration occurs through NT named pipes, which are protected by NT access control
mechanisms. ldentification and authentication is performed using integrated login in the evaluated
configuration. The ASA integrated login mechanism maps NT accountsto ASA user names.

The ASA evaluated configuration runs on the NT 4.0 evaluated configuration as specified in the
Microsoft Windows NT 4.0 Final Evaluation Report. ASA does not depend on any special
configuration of NT’s kernel, executive, or other system software. The evaluated configuration does
requirethat NTFS, NT’s native file system, be used to format the hard disk that stores the ASA
executables and user data.

1.3 Evaluation Status

Adaptive Server Anywhere began its evaluation under the Trust Technology Assessment Program
(TTAP) in October of 1998 by the CygnaCom Solutions TTAP Evaluation Facility. The evaluation
completed its Test Technical Review Board (TRB) in May of 1999. Then the evaluation was put on
hold for several months awaiting the completion of the Microsoft Windows NT 4.0 evaluation. The
evaluation restarted in February 2000. Security testing was completed at Sybase’s Waterloo, ON
facility on 7 April 2000. The Final TRB was held on 7 June 2000.

1
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1.4 TTAP Evaluation Process Overview

This section describes the TTAP evaluation process. The following text is copied from the TTAP
Process document.

"The TTAP evauation process consists of three high-level phases:

e Pre-Evaluation,
« Evauation,
« and Rating Maintenance.

"Each of the phases and their associated activities are discussed in greater detail in subsequent
chapters. The following subsections provide a brief overview of the TTAP process and highlight the
activities associated with each phase.

1.4.1 Pre-Evaluation

"Pre-Evaluation consists of those activities that are recommended for a TTAP Evaluation Facility
(TEF) to complete prior to beginning an evaluation to ensure that the product and its associated
evauation evidence are ready for evaluation. An inadequately tested product or incomplete
documentation can substantially delay the schedule and increase the cost of an evaluation. Because
the pre-evaluation activities occur only between the TEF and the vendor, TTAP imposes no
requirements during this phase.

1.4.2 Evaluation

"Evaluation begins with aformal agreement between the vendor and the TEF. All contract
negotiations, including any discussions regarding the price of an evaluation, the nature or conditions
of payment, and the schedule for the evaluation, are left entirely up to the TEF and the vendor. After
the vendor and the TEF sign a contract, the TEF submits the name of the vendor, the name and type
of product, the schedule, and the members of the evaluation team to the TTAP Oversight Board. The
evaluation may begin as soon as the contract is signed. Note that no authorization to proceed is
needed from the Oversight Board; the notification is simply to allow the board to allocate and
schedule TRB resources.

"Work on the evaluation itself begins after the agreement is signed. The evaluation team must
determine that the system meets all of the TCSEC C2 requirements, and prepare and defend an
Initial Product Assessment Report (IPAR) documenting this determination. Since such a
determination requires that the team understand the system to alevel at which such analysis can be
made, evaluation evidence in the form of design documentation, training, informal vendor
presentations, etc., is provided by the vendor to the evaluation team. This processtypically begins
when the vendor provides the evaluation team with product documentation (design, test, user, etc.)
and system-level, devel oper-oriented training for the vendor’s product. Training isfollowed by a

! Not applicable to this product.
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comprehensive review of the system design by the evaluation team. The team performs security
analysis of the product design, including both hardware and software components of the system. The
team analyzes the system design and reviews the user, test, and Rating Maintenance” documentation.
The information gathered during design analysisis used to write an Initial Product Assessment
Report (IPAR), which the team presents to a Technical Review Board (TRB). The team also briefs
the TRB on the vendor’s and the team’s plans for testing the product.

"After the IPAR/Test TRB meeting, the evaluation team performs security testing on the product.
The test results are combined with the IPAR and edited to form the Final Evaluation Report (FER).
The evaluation team presents final responses to open issues and the results of testing to aFinal TRB.
The TRB makes its recommendations to the TTAP Oversight Board regarding the product’s
requested trust rating. The Oversight Board then makes the final decision to place the evaluated
product on the EPL at the requested level. Finally, the EPL entries and the final evaluation reports
are published, and the evaluation documentation is archived.”

1.5 Report Organization

This report follows the format prescribed in the TTAP Process Document and contains the following
chapters and appendices:

* Chapter 1 isanintroduction.

» Chapter 2 provides an overview of the composite DBM S/OS Trusted Computing Base
from the perspective of the Trusted Database I nterpretation.

» Chapter 3 describes the OS environment and ASA’s OS dependencies.

» Chapter 4 describes the DBMS architecture. It identifiesthe TCB components and
describes the TCB interfaces. It provides an overview of the product with aemphasis on
the security relevant aspects of the system architecture.

» Chapter 5 identifies and describes the subjects and objects on which the product’s
security policy is enforced.

» Chapter 6 describes the implementation of the C2 functional requirements.

» Chapter 7 describes the C2 assurance mechanisms of system architecture and security
testing.

» Chapter 8 addresses each of the C2 TCSEC/TDI requirements one at atime.

» Chapter 9 addresses TCSEC interpretations.

* Appendix A identifies the evaluated configuration.

» Appendix B contains the Evaluated Products List entry.

* Appendix C consists of tables documenting the SQL statement interfaces and their
associated Discretionary Access Control permissions.

* Appendix D documents the system stored procedures.

% This text is taken from the TTAP C2 Process Document; however, Sybase has opted not to participate in
the Rating Maintenance Program.
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» Appendix E contains tables documenting the DBLIB functions.
* Appendix F lists acronyms.
» Appendix G contains the bibliography and references.

1.6 Conventions

SQL statements such as CREATE, GRANT, and SELECT are UPPER CASE.
Database utilities such as dbisglc, dblog, and dbtran are bold lower case.

Permissions such as SELECT, INSERT, UPDATE, DELETE, EXECUTE, ALTER, and
REFERENCES are UPPER CASE ITALICS

System tables such as SY STABLE and SY SLOGIN are UPPER CASE.

A user with DBA authority isreferred to asthe DBA. (DBA isasothe ASA User ID that is
automatically created when a database is created and that user has DBA authority.)

Procedures and Functions are both Named Objectsin ASA. A Function is aProcedure that returns a
value. Procedures and functions behave similarly with respect to the C2 security policy. All
statements in this document regarding ownership, access controls, and audit that apply to procedures
also apply to functions. Therefore, the term “procedures’ is used in the text as a generic term for
both procedures and Functions.

Windows NT, NT 4.0, NT, the operating system, and the OS all refer to Microsoft Windows NT®
4.0 with SP6awith C2 Update.
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2 TCB Architecture

The Adaptive Server Anywhere (ASA) Trusted Computing Base (TCB ) isacomposite TCB made
up of the ASA relational Database Management System (DBMS) and the Windows NT operating
system (OS). The evaluated configuration consists of one or more instantiations of ASA running in
aclient-server environment on asingle Windows NT platform.

The OS is the more primitive TCB subset because ASA relies on the OS to enforce portions of its
security policy and to provide ASA with operating system services and storage objects to implement
the DBMS and its objects. Figure 2.1, Composite TCB, shows the relationship between the two
TCB subsets. The remainder of this chapter provides an overview of ASA database management
functionality and describes the security policy and architecture of the composite TCB. This report
focuses on the DBM S subset and itsinterface to the OS. For adescription of the OS subset, see the
Microsoft Windows NT 4.0 Final Evaluation Report.

Figure 2.1 — Composite TCB

Untrusted Software
Trusted ASA DBMS

Trusted Windows NT Operating System

2.1 ASA Database Management Functionality

ASA isardational database management system. The relational data model represents datain a
database as a collection of tables or relations that are accessed through a query language. ASA
implements relations in a database as tables of data organized into columns and rows. Each column
of atable stands for one attribute of the topic of that table. Each row of atable stands for one
instance of the topic of the table and is made up of the set of values associated with the columns.

The relational model supports three fundamental operations: selection, projection, and join.

The select operation retrieves a subset of rowsin atable or tables. When issuing a select, a user
specifies the selection criteria and the DBM S retrieves only the rows that meet those criteria. A
projection on atable retrieves a subset of the columns from atable. Joins provide the mechanism
for arequester to concatenate related information found in two or more tables.

5
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ASA provides the ability to manipulate and manage databases and tables through the Structured
Query Language (SQL). ASA supports the creation of indexes on tables for quicker access. ASA
also supports creation and maintenance of views, which are logical tables derived from other tables.
A view does not exist in physical form It is created through a stored SQL statement that performs
selections, projections and joins on tables in a database to present a specific view of the database
tables. Tables and views are named objectsin ASA.

The other types of objects protected by ASA are procedures and functions. They are a set of SQL
statements and may include program control statements such as conditional clauses and case
statements. Parameters may also be passed in and out of a procedure or function. ASA supports
both procedures and functions. A function is a specific type of procedure that returns a value.
Procedures and functions can be used to enhance both performance and security. They can be
compiled once and executed several times on the server. They can aso limit user access to tablesto
a predefined set of operations.

ASA provides many features to support data integrity. Integrity constraints include check
conditions, entity integrity, and referential integrity. Check conditions can be specified on columns
to define the values or range of datathat are acceptable for a given column. Entity integrity allows a
unique, non-null primary key to be defined on atable. Referential integrity ensures that the value of
a specified foreign key in one table matches the primary key in another or the sametable. Another
mechanism for ensuring integrity istriggers. Triggers can be defined to fire on an UPDATE,
INSERT, or DELETE operation on atable. When atrigger isfired, it executes a set of SQL
statements that can operate on the same or other tables. For example, atrigger on UPDATE on one
table could cause a corresponding DELETE on another table.

ASA aso supports transaction processing, locks and isolation levels. Transactions can be used to
ensure that logically related SQL statements are executed as an atomic unit. Transactions
support datarecovery in the event of system failure and the interweaving of commands from
concurrent users. ASA uses row level locking to allow transactions to execute concurrently
with minimal interference. ASA implements read locks, write locks, and phantom locks.
ASA supports the four standard isolations levels: levels 0 through 3. Level 0 implements the
least locking and Level 3 implements the most locking. Isolation levels provide for a
tradeoff between transaction consistency and concurrency. For more information on locking
and isolation levels, see Section 4.15, Transaction Processing.

ASA provides a backup utility and three logs to support data recovery in the event of system or
mediafailure: checkpoint log, transaction log, and rollback log. The checkpoint logislocated in the
database file and saves copies of updated pages before they are written out to disk. A checkpoint
occurs when all the updated pages are written out to disk. The checkpoint log is deleted following a
checkpoint. The transaction log records all changes to the database in the order that they occur.
Inserts, updates, deletes, commits, rollbacks, and database schema changes are al logged. The TFM
requires that an ASA database be run with atransaction log. If the databaseis run without a
transaction log, a checkpoint is carried out whenever atransaction is committed. To provide

6
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additional protection in the event of mediafailure, it is recommended that the database files and the
transaction log be stored on separate devices. Thereis a separate rollback log for each connection
and it records all changes made to the contents of tables. Rollback logs are deleted when a
transaction is committed.

ASA provides interfaces both for interactive users and application programs. The interface for
interactive usersis Interactive SQL (1ISQL). Embedded SQL (ESQL) provides a programming
language interface. Application programs can use cursors to control the fetching of rows from a
table. A cursor isasymbolic name that is associated with a SELECT statement or stored procedure
that returns aresult set. There are ESQL commands to declare, open, fetch, and close cursors.

2.2 Composite Trusted Computing Base (TCB) Security Policy

The composite TCB enforces a single security policy that does not allow users to access information
for which they have not been granted authorization.

» Subjects. Subjectsinthe OS are Windows NT processes; subjectsin ASA are connections.
The ASA server runsas an NT 4.0 process owned by user Sybase.

* Objects: Information in the composite TCB is stored in objects. Access to information
contained in these objects is mediated by the composite TCB. The subset of composite TCB
objects provided by ASA are maintained within OS objects that are protected from non-ASA
access using OS protection mechanisms.

* ldentification and authentication (I&A): ASA implements an integrated login capability that
maps NT user accounts to ASA user names and that is required in the evaluated configuration.

» Discretionary Access Control (DAC): ASA isresponsible for managing accessto al DBMS
objects. ASA DAC policy augments the OS DAC policy and applies to the DBMS objects:
tables, views, procedures, and functions. Upon creation, only the owner of a DBMS object has
access to the object. The owner of the object may grant other users and groups access to the
object.

* Audit: ASA providesits own separate audit capability. Audit records are stored infilesina
directory protected by NT 4.0 DAC.

* Trusted Administrators: NT 4.0 trusted administrators and ASA trusted users with DBA
authority are created independently. ASA relies upon an NT 4.0 administrator to create users, to
create directories, to set permissions, to install the ASA software, and to create, start, and stop
the ASA service. The trusted user with respect to ASA isthe Sybase user. The Sybase user is
granted the "Logon as a Service" user right, but otherwise runs without any privileges. There are
two ASA authorities in the evaluated configuration: DBA and Resource. DBA authority isfor
database administrators and must only be granted to trusted users. Resource authority gives a

7
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user the ability to create objectsin a database, but is not trusted with respect to the security
policy. Two other authorities: Remote DBA authority and Publisher authority support
replication, which is not included in the evaluated configuration. The TFM directs the
administrator not to grant the Remote DBA authority in the evaluated configuration, and the
Publisher authority does nothing without Remote DBA authority.

For more information about security policy relationships between ASA and the OS, see Chapter 3,
Operating System Environment. For more details about ASA security mechanisms, see Chapter 6,
TCB Exported Security Policies.

2.3 Composite TCB Architecture

The TCB encompasses both the OS TCB and the DBM S TCB. Cooperation between the two subsets
ensures overall enforcement of the security policy.

ASA clients and server run as separate processes on Windows NT 4.0. The ASA server process
runsas an NT 4.0 Service under the "Sybase" NT account. Client processes are associated with
the NT user account with which the user logsinto NT.

The Sybase user has the "Logon as a Service" user right, but otherwise does not run with any NT
4.0 privileges. The "Logon as a Service" user right is required to start up the ASA server asan
NT service, but is not stored as a privilege in the Security Access Token for the ASA Server
process.

The DBMS uses the resources provided by the OS for proper functioning, but does not tamper
with OS objects.

The OS provides and protects severa types of resources for the DBMS. The OS files containing
the ASA executable are stored in the NT 4.0 C:\program files\sybase directory and are protected
by the OS DAC mechanisms. ASA database objects and configuration data are stored in the
C:\databases and C:\astmp directories, which are also protected by the OS DAC mechanism.
The OS aso provides memory to ASA and protects the memory from other OS processes. ASA
uses the memory for internal processing and data structure storage.

ASA protectsits own internal datain its own system tables that are owned by the ASA user
SYS. SYSisatrusted ASA user account to which no one can connect.

For more information about system architecture dependencies of ASA on NT 4.0, see Chapter 3,
Operating System Environment and Section 7.1, System Architecture.
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3 Operating System Environment
Adaptive Server Anywhere 7.0.0 with C2 Update (ASA) runs on the evaluated configuration of

Microsoft Windows NT 4.0 Service Pack 6awith C2 update. ASA was evaluated with the client and
the engine or server running on the same machine communicating over named pipes.

This section addresses the operating system dependencies of ASA on Windows NT 4.0. The
following topics are addressed:

* Hardware,

* NT Evauated Configuration,

» Usersand Groups,

» Directories and File Permissions,
* User Rights,

* Running asaservice,

* Audit,

* Integrated Login,

* Registry Keys,

*  VGA Driver,

* Networking,

* Named Pipes,

e Administrative Tools,

*  Windows NT 4.0 Application Programming Interfaces, and
* NT 4.0 Dynamic Link Libraries.

3.1 Hardware Platform

ASA was tested on a Compag Proliant 7000 Server, one of the machines on which the Windows NT
4.0 operating system was eval uated.

3.2 NT Evaluated Configuration

ASA was tested running on the Windows NT 4.0 Server asan NT domain member. NT 4.0 Service
Pack 6awith C2 Update was installed as directed inthe NT 4.0 TFM.
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3.3 Users and Groups

3.3.1 Sybase

The ASA sarvice runswith the NT User ID of Sybase. The Sybase user is amember of the Users
group only. The only user right given to the Sybase User is"Log on as aservice". The Sybase user
isdefined locally. The NT 4.0 Sybase user is mapped to the ASA DBA username for integrated
login.

3.3.2 NT 4.0 Administrator

The support of alocal NT 4.0 administrator is required to create the Sybase user, to make the Sybase
user amember of the NT 4.0 Users group, to grant the user rights to the Sybase user, to create and
set permissions on directories, to install the ASA software, and to create, start, and stop the ASA
service. An ASA trusted user isauser with DBA authority in the ASA database. ASA DBA
authority is granted independently of the NT administrator group.

3.4 Directory and File Permissions

ASA must beinstalled on an NTFS drive. (C: isused for the drive in the pathnames below, but it
could be another NTFS drive such as D: or E:.) Also, the executables and data files could be stored
in other directories, aslong as they could be appropriately protected. To reduce the chances for
confusion or error, specific directory names are used here and in the Installation section of the C2
Supplement.)

The Sybase executables are stored under C:\Program Files\Sybase. This directory is owned by the
NT administrator. The permissions on this directory and its sub-directories are set as follows:

» Sybase: Full Control
* Administrators: Full Control
* Everyone: Read

No permissions are set for any other users or groups.

The C:\ Databases folder is used to store database and transaction log files. Thisdirectory is owned
by the NT administrator. The permissions on this directory and its sub-directory are set as follows:

» Sybase: Full Control
Administrators: Full Control
Creator Owner: Full Control
System: Full Control

No other NT users or groups are granted access.

10
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The C:\ ASTMP folder is used by the engine for temporary storage. This directory is aso owned by
the NT administrator. The permissions are the same as for the C:\Databases folder. The System
ASTMP environment variableis set to C:\AASTMP by the NT Administrator during ASA
installation. The ASA engine uses the ASTMP folder to store intermediate results during execution.
If the ASTMP environment variable were not set, ASA temporary files would be stored in the
C:\temp directory, which is not protected.

3.5 User Rights

The only user right granted to the Sybase NT account is“Log on asa Service.” Theonly
documented capability that this user right providesisthat it allows a process to register with the
system asaservice. The TFM instructs the administrator to start the server asan NT service.
Starting the server as a service ensures that an untrusted user cannot start the server and change the
switches that set configuration options. The NT 4.0 TFM states that "Log on asa Service" may be
granted to trusted users as needed. Sybase is atrusted user with respect to the ASA TCB subset.
“Logon asaservice” isnot one of the user rights that isimplemented asan NT 4.0 privilege and
stored in the Security Access Token for the process. This user right only needs to be checked to
start up the service. Then ASA runs as an unprivileged process.

3.6 Running as a Service

ASA must run as aservice in the evaluated configuration. The executable files are:
* C:\Program Files\Sybase\SQL Anywhere 7\win32\dbeng7.exe for the Stand-alone Engine
*  C:\Program Files\Sybase\SQL Anywhere 7\win32\dbsrv7.exe for the Network Server.

The Installation section of the ASA C2 Supplement instructs the administrator to create the ASA
service to run as user Sybase. The ASA service needs access to the C:\databases directory to start
up adatabase in the evaluated configuration; only the Sybase user, the NT administrators, and the
System have access to this directory.

3.7 Audit

Sybase ASA does not depend on the NT 4.0 application log to store any of its audit events.
However, the TDI requiresthat it be possible to correlate eventsin the NT 4.0 audit log with events
in the ASA audit logs.

3.7.1 Transaction Log File

Audit events generated when the engine is running are stored in the transaction log filewhich is
stored in the protected C:\Databases directory.

11
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3.7.2 Auditing of Database Utilities

The audit events generated by database utilities that can run when the engine is not running and that
cannot, therefore, be written to the transaction log by the engine are stored in another file named
<dbname>.alg located in the same protected directory, C:\Databases, where database files and the
transaction log are stored.

3.7.3 Audit Correlation

To correlate NT audit events with ASA audit events, the ASA evaluated configuration requires
integrated login.

3.7.4 Use of NT Audit

The NT audit mechanism can be used to audit loginsto the NT Sybase account. During normal
operations, this occurs when the ASA serviceis started. In addition, NT can be configured to audit
access to the ASA datafiles. However, auditing file accessin NT generates alarge amount of NT
audit data. The ASA datafiles are protected by NT DAC, so only processes running on behalf of
the Sybase user (i.e., the ASA service) and NT trusted processes will be able to access these files.
NT can aso be configured to audit failed access attempts that could indicate an attempt to bypass
the ASA security mechanisms.

3.8 Integrated Login

The ASA integrated login feature maps NT user accounts to ASA user IDs. The Installation section
of the ASA C2 Supplement instructs the administrator to create a one-to-one mapping of NT user
accounts and ASA user IDs. ASA uses the Security Support Provider Interface (SSPI) to verify the
NT User ID. The NT system callsthat ASA uses are as follows:

* AcquireCredentialsHandle,
» InitializeSecurityContext,

*  CompleteAuthToken, and
» AcceptSecurityContext.

These system callsarein the NT evaluated configuration. The ASA Algorithm is asfollows:

* Theuntrusted ASA client calls AcquireCredentialsHandle with aresults buffer to obtain a
handle to the reference credentials. Then the client calls InitializeSecurityContext, passing in the
results buffer to obtain a security token that will be sent to the ASA Server. Thereturn code
from this function tells the client whether the authentication token needs to be completed. If so,
the ASA calls CompleteAuthToken. Thisisrequired by some underlying transport protocols.
The client sends the security token to the server. The return code from InitializeSecurityContext
tells the client whether more messages are required. If so, the client waits for results from the
server, putting them into the results buffer, re-initializing the results buffer and looping back to
until done.

12
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* Thetrusted ASA Server accepts the streams connection and receives the DU_CONNECT
message. The server calls AcquireCredentialsHandl e to obtain a handle to the reference
credentials. The server calls AcceptSecurityContext, passing in the information provided by the
client. The server verifiesthe client’s user 1D based on the results of the AcceptSecurityContext
system call.

3.9 Registry Keys
During installation, ASA adds four of its own subkeysto the NT Registry:

» HKEY_LOCAL_MACHINE\SOFTWARE\Sybase\Adaptive Server Anywhere

« HKEY_LOCAL_MACHINE\SOFTWARE\Sybase\Sybase Central

« HKEY_LOCAL_MACHINE\SOFTWARE\ODBC\ODBCINST.INI\Adaptive Server Anywhere
7.0

e HKEY_LOCAL_MACHINE\SOFTWARE\ODBC\ODBCINST.INI\Adaptive Server Anywhere
7.0 trandlator

The Installation section of the ASA C2 Supplement requires that these keys be set to read only for
everyone and full control for Sybase as part of the ASA installation.

The Install Shield program is automatically run during ASA installation. InstallShield runs with the
privileges of the NT Administrator, which allows it to update registry entries. It was found during
testing that InstallShield recreates some NT registry subkeys that were deleted whileinstalling NT
4.0 initsevauated configuration. Therefore, part of the ASA installation process isto manualy re-
delete the following subkeys after Install Shield has finished executing:

» HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\OS/2 Subsystem for NT

* HKEY_LOCAL_MACHINE\SY STEM\CurrentControl Set\Control\Session
Manager\Environment\Os2L ibPath

The ASA installation process does not change any permissions on existing registry keys.

3.10 VGA Driver

The only graphics controller in the Microsoft Windows NT 4.0 evaluated configuration is vga.sys,
which only provides for 16 colors. Providing only a 16 color graphics controller [imited the ASA
functionality that could be tested on the Windows NT 4.0 evaluated configuration and included in
the ASA evaluated configuration. (Specifically, Sybase Central was not included in the ASA
evaluated configuration, because it requires a 256 color VGA driver.)

13
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3.11 Networking

Guidanceis provided to the ASA Administrator in the Installation section of the ASA C2 Supplement
to disable ASA networking functionality. Thisis done by creating databases using the -i switch of
the dbinit command that disables jconnect support (which uses TCP/IP) and starting up the database
server process with the -x namedpipes switch that limits communication in the evaluated
configuration to named pipes.

It is acceptable in the evaluated configuration to have NT networking enabled, and there are no
constraints concerning other machines on the network. Other machines will not be able to access
the ASA server directly over the network. However, auser or a program on another machine could
potentially start up an application on the ASA machine that connectsto ASA asaclient. The
connection to the application program from the remote machine would be outside of the ASA
evaluated configuration.

3.12 Named Pipes

Asdescribed in Section 3.11, Networking, ASA clients communicate with the ASA server over NT
Named Pipesin the evaluated configuration.

3.13 Administrative Tools

The NT administrative tools that are required to install ASA in its evaluated configuration are listed
in Table 3.1. Since InstallShield was not part of the NT 4.0 evaluated configuration, team tests were
conducted on InstallShield to verify its operation and to make any necessary updates to the
Installation section of the C2 Supplement about its use.

Table3.1 - NT Administrative Tools

NT Operation Administrative Tool In NT TCB
Create user User Manager Yes
Assign password User Manager Yes

Set password options User Manager Yes
Assign user rights User Manager Yes

Set audit events User Manager Yes
Create folder Windows NT Explorer Yes
Change folder Windows NT Explorer Yes

Copy file Windows NT Explorer Yes

Install Sybase Install Shield No - Team Test
Set permissions on registry Registry Editor Yes
entries

Set permissions on Windows NT Explorer Yes
directories and files

Start/Stop Service Control Panel/Services Yes

14
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3.14 Windows NT Application Programming Interfaces

ASA uses system calls and interfaces provided by NT, which are listed and described in Tables 3.2
through 3.6. These system calls provide various functions to ASA, including file 1/0O, network 1/O,
process management, get environment information, and other miscellaneous functions, including
security functions, character set functions, memory management, string manipulation, error
handling, and NT services management.

This section contains alist of al of the security-relevant Windows NT APIs used by ASA. They are
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broken down into different sections by broad functionality areas.

Table3.2 - Windows NT Filel/O System Calls

System Call

Purpose

CreateFile

Create a file object representing a file or directory.

CreateFileMapping

Map a file into memory.

CreatelOCompletionPort

Create an I/O completion port associated with a file.

DosDateTimeToFileTime

Converts DOS date/time to a 64-bit file time.

FileTimeToDosDateTime

Converts a 64-bit file time to DOS date/time format.

FileTimeToLocalFileTime

Converts a UTC-based file time to a local file time.

FileTimeToSystemTime

Converts a 64-bit file time to system time format.

FindClose

Closes a search handle.

FindFirstFile Searches a directory for a file.

FlushFileBuffers Flushes buffers associated with a file to the disk.
GetDiskFreeSpace Returns the amount of free space on a disk.

GetDriveType Returns the type (CD, hard disk, removable, etc.) of a disk.

GetFileInformationByHandle

Returns information on an open file.

GetFileSize

Returns file size.

GetFileTime Returns file date/time.
GetFullPathName Returns the full pathname of a file.
GetOverlappedResult Returns the result of an asynchronous file 1/0.

GetQueuedCompletionStatus

Removes an I/O packet from a completion port.

Initialize SecurityDescriptor

Initializes a security descriptor for a file.

IsBadReadPtr

Verifies read access to a memory address.

IsBadStringPtr

Verifies read access to a memory address containing a string.

LocalFileTimeToFileTime

Converts a local file time to a UTC-based file time.

MapViewOfFile

Maps a file into the address space.

OpenFileMapping

Opens a named file mapping.

PostQueuedCompletionStatus

Posts an 1/O packet to a completion port.

ReadFile

Reads from a file.

ReadFileEx

Reads from a file asynchronously.

SetEndOfFile

Sets the end-of-file position for a file.

SetFileAttributes

Sets the attributes of a file.

SetFilePointer

Sets the file position of an open file.

SetFileTime Sets the file time.
UnmapViewOfFile Unmaps a mapped view of a file.
WriteFile Writes to a file.

WriteFileEx Writes to a file asynchronously.

15




Table 3.3 - Windows NT Process Management System Calls
System Call Purpose
ConvertThreadToFiber Converts a thread into a fiber.
CreateEvent Creates an event.
CreateFiber Creates a fiber object.
CreateMutex Creates a mutex object, used for mutual exclusion.
CreateSemaphore Creates a semaphore object.

DeleteCriticalSection

Deletes a critical section object.

DeregisterEventSource

Closes an event source handle.

EnterCriticalSection Waits for ownership of a critical section.
GetCurrentProcess Returns a process handle.
GetCurrentProcessld Returns a process ID.

GetCurrentThread Returns a thread handle.

GetCurrentThreadld Returns a thread ID.

GetProcAddress Returns the address of an exported function.
GetProcessAffinityMask Gets the processor affinity mask for a process.

GetProcessTimes

Obtains timing information about a process.

InitializeCriticalSection

Initializes a critical section.

InterlockedExchange

Atomically exchanges a pair of 32-bit values.

KillTimer Destroys a timer object.
LeaveCriticalSection Gives up ownership of a critical section.
OpenProcess Returns the handle of an existing process.

RegisterEventSource

Returns a handle that can be used to log an event.

RegisterServiceCtrIHandler

Registers a function to handle service control requests.

ReleaseMutex

Releases ownership of a mutex.

ReleaseSemaphore

Increases the count of a semaphore.

ReportEvent Adds an entry to an event log.

ResumeThread Resumes execution of a suspended thread.
SetEvent Signals an event.

SetKernelObjectSecurity Sets the security of a process, thread, or event.
SetPriorityClass Sets the priority class for a process.
SetProcessAffinityMask Sets the processor affinity mask for a process.
SetThreadPriority Sets the priority class for a thread.

SetTimer Creates a timer.

SuspendThread Suspends execution of a thread.
SwitchToFiber Schedules a fiber.

TIsAlloc Allocates a thread local storage index.
TIsGetValue Gets the value of a thread local storage index.
TIsSetValue Sets the value of a thread local storage index.
WaitForMultipleObjects Waits for any or all of a number of events to be signaled.

WaitForSingleObject

Waits for an event to be signaled.

WaitForSingleObjectEx

Waits for an event to be signaled, while allowing completion routines to run.

Table3.4 - Windows NT Named Pipes System Calls

System Call

| Purpose

16




ConnectNamedPipe

Waits for a client process to connect to a named pipe.

CreateNamedPipe

Creates a named pipe.

DisconnectNamedPipe

Disconnects a named pipe.

SetNamedPipeHandleState

Sets the read and blocking mode of a named pipe.

WaitNamedPipe Attempt to connect to a named pipe.

Table 3.5 - Windows NT Environment System Calls
System Call Purpose
GetEnvironmentVariable Gets the value of an environment variable.
GetExitCodeProcess Gets the exit code of a process.

GetLocalTime

Gets the current date and time.

GetModuleFileName

Gets the full path and filename for the executable file containing a module.

GetModuleHandle

Gets a handle for a module.

GetPrivateProfileString

Gets a string out of an initialization file.

GetSystemDefaultLangID

Gets the default language ID.

GetSystemDirectory

Gets the path of the Windows system directory.

GetSysteminfo

Gets information about the system.

GetSystemMetrics Gets system configuration settings.

GetTickCount Gets the number of milliseconds since Windows was started.
GetTimeZonelnformation Gets the current time zone information.

GetUserName Gets the user name of the current thread.

GetVersion Gets the version of Windows.

GetVersionEx

Gets extended Windows version information.

GetWindowsDirectory

Gets the path of the Windows directory.

GlobalMemoryStatus

Gets information about system memory.

Table 3.6 - Windows NT Miscellaneous System Calls

System Call

Purpose

AcceptSecurityContext

Creates a security context using the opaque message (security token) that can
be passed to the server.

AcquireCredentialsHandle

Acquires a handle to the reference credentials.

CharLower

Converts a string to lowercase.

CharNext Returns a pointer to the next character in a string.

CharUpper Converts a string to uppercase.

CloseHandle Closes a handle.

CompleteAuthToken Completes an authentication token, since some protocols, like DCE RPC,

need to revise the security information once the transport has updated some
message fields.

DuplicateHandle

Creates a copy of a handle.

FreeLibrary Unloads a DLL.
GetACP Returns the current ANSI code page.
GetLastError Returns the error code for the most recent Windows API call.

Initialize SecurityContext

Initiates a security context by generating an opaque message (security token)
that can be passed to the server.

IsDBCSLeadByte

Returns whether a character is a valid lead byte of a character in a double-byte
character set.

17
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System Call Purpose

LoadLibrary Loads a DLL.

Lstrlen Returns the length of a string.

RegCloseKey Releases the handle of a registry key.
RegCreateKeyEx Creates or opens a registry key.

RegOpenKeyEx Opens a registry key.

RegQueryValueEx Returns the type and data for a value of a registry key.
RegSetValueEx Stores data in the value field of a registry key.
SetErrorMode Controls how the OS will handle certain types of errors.
SetLastError Sets the last error code.

SetSecurityDescriptorDacl

Sets information in a discretionary access list.

SetServiceStatus

Updates the status of a service.

Sleep

Suspends execution for an interval.

SleepEx

Suspends execution for an interval, while allowing completion routines to run.

StartServiceCtrIDispatcher

Connects a service process to the service control manager.

VirtualAlloc

Reserves pages in the virtual address space.

VirtualFree

Releases pages in the virtual address space.

3.15 NT 4.0 Dynamic Link Libraries

This section documents the NT 4.0 dynamic link libraries used by ASA. Tables3.7, 3.8, and 3.9 list
the dynamic link libraries used by the engine, Interactive SQL, and DB tools respectively. All of
these dynamic link libraries are in the NT evaluated configuration.

Table3.7 - Windows NT Dynamic Link Libraries Used by the Server

USER32.dll
KERNEL32.dll
GDI132.dll
ADVAPI32.dll
RPCRTA4.dII
SHELL32.dll
COMCTL32.dll
ole32.dll
NETAPI32.dll
MSVCRT.dII
NETRAP.dII
SAMLIB.dII
comdig32.dil
WSOCKS32.dll
WS2 32.dIl
WS2HELP.dII
msidle.dll
MSVCRT40.dll
MSVCIRT.dII

Table 3.8 - Windows NT Dynamic Link Libraries Used by Interactive SQL

18




ntdll.dll
ADVAPI32.dll
KERNEL32.dll
USER32.dll
GDI32.dlI
RPCRTA4.dlI
WSOCK32.dll
Ws2_32.dll
MSVCRT.dII
WS2HELP.dII
NETAPI32.dll
NETRAP.dII
SAMLIB.dII
comdig32.dll
SHELL32.dll
COMCTL32.dll
CTL3D32.dll
odbccp32.dll
ole32.dll
VERSION.dII
Lz32.dll
odbcint.dll
msidle.dll

Table 3.9—-WindowsNT Dynamic Link Libraries Used by DB Tools

ntdlL.dll
USER32.dll
KERNEL32.dll
GDI32.dll
ADVAPI32.dll
RPCRT4.dIl
WSOCK32.dIl
ws2_32.dll
MSVCRT.dIl
WS2HELP.dIl
NETAPI32.dIl
NETRAP.dII
SAMLIB.dII

19



24

25
26
27
28

29

30
31
32
33

35
36

4 TCB Software

4.1 Architecture Overview

Adaptive Server Anywhere supports a client/server architecture. There are two versions of ASA:

« Stand-alone database engine, and
e Network database server.

Both share the same code; however, the stand-al one database engine does not support networking.
Although the stand-alone database engine is designed to reside on a single user’s machine, it can
support up to ten simultaneous connections from one or more applications on the same machine.

The network database server can receive requests from client applications on other machines across
anetwork. The network database server supports multiple concurrent connections and unlimited
client communication links. The actual number of active concurrent connections permitted is
determined by the license and the capacity of the network and server machine. The network
database server is part of the evaluated configuration. The server was only tested with the client and
the server running on the same platform, and the server cannot be accessed remotely in the evaluated
configuration. However, the NT machine can be networked while ASA isrunningin its evaluated
configuration.

For both versions, an ASA server executes as a single process that is wholly inside the TCB.

4.2 Client/Server Architecture

The client/server interface of the ASA consists of several layers. Thelowest level isWindows NT
named pipes. The next lowest level isthe streams protocol. The highest levels are the application
level interfaces of SQL and the administrative utilities. Figure 4.1 depicts the layering of the
client/server interface and indicates where the TCB interface is for untrusted and trusted subjects.

4.2.1 Communications Layers

The communications layers: streams, the command sequence (CmdSeq) protocol and DB Library
(DBLIB) areinsidethe TCB. These layers do not implement security functionality, but they must
operate correctly. The streams, CmdSeq, and DBLIB layers are part of the trusted client. The
streams, and CmdSeq layers are also server layers. These communications layers are described in
Section 4.8, Communications.
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4.2.2 Untrusted Subject Clients

Thefar |eft of Figure 4.1 depicts the software layers for untrusted subject clients. Note that for
untrusted subjects, the actual TCB interface is the Windows NT operating system. However, the
higher level client/server interfaces (i.e., SQL and Javainterfaces) are useful for analysis, because
the access control policy is defined on objects that are manipulated through these higher-level
interfaces.

Severa software components are outside the TCB on untrusted clients. Reguests from these
components are tranglated into SQL statements inside the CmdSeq protocol requests on the client
side before being sent to the ASA server. The security of ASA does not depend on their correct
operation.

Although dbisglc isinside the TCB when used by a Database Administrator (DBA), it is outside the
TCB when used by untrusted subjects. Untrusted subjects could bypass these layers by composing
and sending requests across a Windows NT Named Pipe from an application program. However for
untrusted subjects, the security of ASA does not depend upon the correctness of the higher levels of
the TCB interface on the client side, and these layers can be safely bypassed, because SQL
commands are passed to ASA for parsing and processing. All access control checks based on SQL
statements, commands, stored procedures, and other higher level interfaces are made inside the ASA
server.

4.2.3 Trusted Subjects

The middle of Figure 4.1 depicts the layers of atrusted client. Note that the TCB interfaces for
trusted clients are DBISQL, database utilities, and ESQL. The communications layers include the
DBLIB functions, the Command Sequence protocol and streams.

Trusted administrators (i.e., DBAS) need atrusted interface to perform trusted operations such as
assigning passwords or backing up the audit log. When it isused by aDBA, dbisglcisinside the
TCB. However, dbisglcisnot policy enforcing, since SQL commands are sent to the Server for

processing and al DAC checks are performed by the Server.

Thefollowing TCB interfaces are available to a user with DBA authority to administer the database:

« dbisglc,
+ Database utilities, and
« ESQL

dbisglcisan interactive utility that allows a user to execute SQL statements. When dbisglcisused
by auser with DBA authority, it isinside the TCB. The database utilities may be executed through a
command lineinterface. The database utilities are also accessible through other interfaces including
ESQL, function calls, and dbisglc. SQL statements and database utilities can also be invoked
through the ESQL programmatic interface.
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4.2.4 The Server

Theright side of Figure 4.1 depicts the server. All of the ASA software executing in a database
server isinside the TCB. The server includes the streams and CmdSeq communications layers. The
database engine also support internal TCB interfaces for SQL, the Java API, and JDBC. These
internal interfaces are shown in Figure 4.2. Although these are not TCB interfaces from a software
perspective, these arelogical TCB interfaces. They are the interfaces that access database objects
and the level at which a security policy must be defined. Logical TCB interfaces are described in
Section 4.7, Logical TCB Interfaces.

Figure4.2 - Internal ASA Enginelnterfaces

sQL

Java AP

ASA Engine

Command Sequence Protocol
Streams

4.3 Relational Database Objects

ASA isardational database management system. Relational databases store datain tables
organized into columns and rows. A column represents a single attribute such as name, color, or
price. Each row stands for one instance of the topic or one record. Basic operations from the
relational model are as follows:

» Selection: Retrieves asubset of rowsin atable or tables. The selection criteriaare specifiedin a
WHERE clause. ASA retrieves only rows that meet the criteria

* Projection: Retrieves asubset of the columns. A subset of columnsis specified in the SELECT
clause

¢ Join: Concatenates related information from two or more tables.

Datais accessed through a query language (SQL). The following basic operations on tables are
called Data Manipulation Language (DML) Statementsin SQL:

e SELECT: Retrievesdatafrom atable or tables,
 |INSERT: Addsarow to atable;
 UPDATE: Updatevaluesinarow; and
e DELETE: Removesarow from atable.
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Data Definition Language (DDL) Statementsin SQL are used to define SQL objects and their
attributes. SQL objects are used to store ASA internal data such as User IDs, permissions, and file
locations as well as user data. The ASA Named Objects are a subset of the SQL objects. Three
basic DDL statements are:

» CREATE: Used to create SQL objects such as tables, views, procedures, triggers,

» DROP: Used to delete objects; and

* ALTER: Only the definitions of some objects such as tables can be altered. Others such as
procedures have to be dropped and recreated.

DDL statements are used to GRANT and REVOKE authorities (such as DBA and Resource) and
object permissions and to set database options.

SQL objectsrelated to tables are indexes, integrity contraints, triggers, and views. Indexes are used
to enhance performance. They are considered an attribute of tables.

Integrity of its datais critical for a Database Management System. ASA supports the following
integrity mechanisms:

* Integrity constraints,
» Triggers, and
* Transactions.

Integrity constraints are considered to be table attributes and include the following:

» Check conditions. Specified on columns. Define arange of acceptable values.

» Entity integrity constraints: Specified on columns. Examples are non-null and unique.

* Referential integrity contraints: Specified between columns. Specifiesthat aforeign key in
one table match the primary key in another or the same table.

A trigger isaset of SQL statements that can operate on the same or other tables. Triggers can be
defined to fire on an INSERT, UPDATE, or DELETE operation on atable. Triggers execute with
the security attributes of the owner of the table on which they are defined.

Transactions maintain integrity when multiple users are updating a database table simultaneously.
Transaction integrity is maintained by locks that do not persist after atransaction is completed.
(See Section 4.15, Transaction Processing for more information.)

Another type of SQL objectisaview. Viewsarelogical tables derived from other tables; they do
not exist in physical form. Views are created through a stored SQL statement that performs
selections, projections and joins. Views are named objectsin ASA. (See Sections 5.3.1, Named
Objects, for more information on named objectsin ASA and the relationship between SQL objects
and named objects.)
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Procedures and functions are a set of SQL statements. They can include program control statements
such as conditional clauses and case statements. Parameters may also be passed in and out of a
procedure or function. A function is a specific type of procedure that returns avalue. Procedures
and functions are used for both performance and security. They can be compiled once and executed
several timeson the server. Procedures and Functions can be used to limit user access to tablesto a
predefined set of operations. Procedures are named objectsin ASA and users can be granted
EXECUTE permission on a procedure.

Relational database management systems are self-referencing. SQL object definitions are
themselves stored in tables. The tables that store the definitions and attributes of SQL objects are
called System Tables. The ASA System Tables are described in the next section.

4.4 System Tables

System tables are used to store SQL object definitions and attributes. Table 4.1 lists the system
tablesin ASA. Some important object related system tables are as follows:

» SYSTABLE: Storestable and view definitions. SYSTABLE isthe most important system table
sinceit isused to store the definitions of all the other system tables as well as tables and views
created by users.

« SYSCOLUMN: Stores column definitions.

* SYSPROCEDURE: Stores procedure and function definitions.

» SYSTRIGGER: Storestrigger definitions.

For procedural SQL objects such as procedures, functions, triggers, and views, the text
of the SQL statements is stored as a character string in the appropriate system table.

Users and their permissions are also stored in system tables. Users are SQL objects, but not named
objectsin ASA. Some important system tables related to users and permissions are as follows:

* SYSUSERPERM: Stores Usernames, User I1Ds, and authorities. Two authorities are used in the
ASA evauated configuration: DBA and Resource. The only trusted user in ASA isauser with
DBA authority. Resource Authority gives a user the ability to create objects in a database.

* SYSLOGIN: MapsNT accountsto ASA User IDs and is used for integrated login.

* SYSGROUP: Stores group memberships.

» SYSTABLEPERM: Storestable and view permissions such as SELECT, INSERT, UPDATE,
and DELETE.

» SYSPROCPERM: Stores EXECUTE permissions on procedures and functions.

Table4.1 - System Tables

System Table Description

DUMMY Used to extract information from the database
SYSARTICLE Describes articles in a SQL Remote publication.
SYSARTICLECOL Identifies a column in an article.

SYSCAPABILITY Contains information on the capabilities of remote servers.
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SYSCAPABILITY_NAME

Contains hames for each capability id SYSCAPABILITY

SYSCOLLATION

Contains the collation sequences available to ASA

SYSCOLLATIONMAPPINGS

Contains mapping label and collation sort order for collation sequence

SYSCOLPERM Contains columns with UPDATE permission

SYSCOLUMN Contains each column in every table or view

SYSDOMAIN Shows the association between predefined data types (domains) and
unigue numbers assigned to them

SYSEVENT Contains events.

SYSEVENTTYPE Contains event types.

SYSEXTENT (not used by ASA)

SYSEXTERNLOGINS

Contains alternate user names and passwords when connecting to a
remote server.

SYSFILE

Contains names operating system files where data and logs are stored.

SYSFKCOL

Identifies the columns in the foreign key and associates each column in
the foreign key with a column in the primary key of the primary table

SYSFOREIGNKEY

Contains general information about the foreign key

SYSGROUP Describes many-to-many relationship between groups and members

SYSINDEX Describes each index in the database

SYSINFO Indicates the database characteristics, as defined when database was
created using dbinit.

SYSIXCOL Describes each column in the index

SYSJAR Contains information about JAR files that store java packages.

SYSJARCOMPONENT Contains information about Java component

SYSJAVACLASS Contains all information related to Java classes

SYSLOGIN Contains all the User Profile names that can be used to connect to the
database using an integrated login

SYSOPTION Contains option settings for the users

SYSPROCEDURE Contains procedures defined in the database

SYSPROCPARM Contains parameters to a procedure in the database

SYSPROCPERM Describes many-to-many relationship between procedures and users

who have permission to call these procedures

SYSPUBLICATION

Describes a SQL remote publication

SYSREMOTETYPE

Contains information about SQL Remote

SYSREMOTEUSER

Contains user IDs with REMOTE permissions (a subscriber), together
with the status of SQL Remote messages that were sent to and from
that user

SYSREMOTEOPTION

Contains the values of options of remote servers.

SYSREMOTEOPTIONTYPE

Contains information on options of remote servers.

SYSSERVERS

Used to list remote servers.

SYSSQLSERVERTYPE

Contains information relating to compatibility with Adaptive Server
Enterprise

SYSSUBSCRIPTION

Describes a subscription from one user ID (which must have REMOTE
permissions) to one publication

SYSSYNC Contains information relating to MobilLink

SYSTABLE Describes tables or views in the database

SYSTABLEPERM Contains permissions given by one user to other users using GRANT
command

SYSTRIGGER Contains triggers that are automatically created by the database for
foreign key definitions which have a referential triggered action

SYSTYPEMAP Contains compatibility mapping values for the SYSSQLSERVERTYPE
system table

SYSUSERMESSAGES Contains user-defined message for an error condition

SYSUSERPERM Contains description of user IDs such as user group, password, user

name etc.
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| SYSUSERTYPE | Contains description of user-defined data types |

The system tables contain all the information about the database. The system tables are owned by
the group SYS. By default, most of the system tables are publicly readable, because the group
PUBLIC is by default a member of the group SY S and all users are members of the group PUBLIC.
This can be changed by removing PUBLIC as a member of the group SY S. The exceptions are that
users can not access SY SUSERPERM and SY SUSERAUTH system tables that contain database-
level permissions and password for each user ID. The contents of these tables cannot be modified
using UPDATE, DELETE and INSERT commands, and the structure of the system tables cannot be
changed using the ALTER TABLE and DROP commands.

It is not possible to connect to the database as user SYS. (SY Siscreated with aNULL password,
which disables logins, and there is a check in the code to prevent the password from being changed
to another value.)

System tables are stored in a database file on disk. They persist when the server is not running.
When the server is running, objects referenced by arequest are copied into object structuresin the
cache.

45 Tables and Views

This section provides a brief overview of tables and views from an architectural perspective
introducing the system tables that are used to store table and view definitions. (Operations and
permissions are discussed in Section 5.3, Objects and Section 6.2, Discretionary Access Control.)

45.1 Tables and Views

Tables are the basic objects of arelational database. Both system tables and user-defined tables are
defined in the SY STABLE system table as shown in Table 4.2. Note that in the case of aview, the
text of the SELECT statement that defines the view is stored as a character string in the view_def
column.

Table4.2 - SYSTABLE System Table

Column name Column type Column Table constraints
constraint

table_id UNSIGNED INT NOT NULL Primary key

file_id UNSIGNED INT NOT NULL Foreign key references
SYSFILE

count INTEGER NOT NULL

first_page INTEGER NOT NULL

last _page INTEGER NOT NULL

primary_root INTEGER NOT NULL

creator UNSIGNED INT NOT NULL Unique index. Foreign key
references
SYSUSERPERM.user _id

table name CHAR(128) NOT NULL Unique index

table type CHAR(10) NOT NULL

view_def LONG VARCHAR

27




N

W

remarks

LONG VARCHAR

replicate

CHAR(L)

NOT NULL

existing_obj

CHAR(1)

remote_location

LONG VARCHAR

remote_objtype

CHAR(1)

srvid

INTEGER

Foreign key references
SYSSERVERS

45.2 Columns

The attributes of each column in atable are defined by arow in the SY SCOLUMN system table as
shown in Table 4.3.

Table4.3 - SYSCOLUMN System Table

Column name Column type Column Table constraints
constraint

table_id UNSIGNED INT NOT NULL Primary key, foreign key
references
SYSTABLE.table_id

column_id UNSIGNED INT NOT NULL Primary key

pkey CHAR(1) NOT NULL

domain_id SMALLINT NOT NULL foreign key references
SYSDOMAIN.domain_id

nulls CHAR(1) NOT NULL

width SMALLINT NOT NULL

scale SMALLINT NOT NULL

estimate INTEGER NOT NULL

max_identity BIGINT NOT NULL

column_name CHAR (128) NOT NULL

remarks LONG VARCHAR

"default" LONG VARCHAR

"check" LONG VARCHAR

user_type SMALLINT Foreign key references
SYSUSERTYPE.type id

format_str CHAR(128)

column_type CHAR(1) NOT NULL

remote_name VARCHAR(128)

remote_type UNSIGNED INT

45.3 Indexes

Indexes allow quick lookup of information. The index relates each indexed column value to the
physical location at which the row of data containing the indexed value is stored. Indexes are
defined in the SY SINDEX system table as shown in Table 4.4.

Table4.4 - SYSINDEX System Table
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Column name Column type Column Table constraints
constraint
table_id UNSIGNED INT NOT NULL Primary key, Unique index.
Foreign key references
SYSTABLE.
index_id UNSIGNED INT NOT NULL Primary key
root INTEGER NOT NULL
file id SMALLINT NOT NULL
"unique” CHAR(1) NOT NULL
creator UNSIGNED INT NOT NULL Foreign key references
SYSUSERPERM.
user_id index_name CHAR(128) NOT NULL
Unique index remarks LONG,
VARCHAR

4.5.4 Foreign Keys

Foreign Keys are used to define referential integrity constraints. A foreign key isarelationship
between two tables—the foreign table and the primary table. Every foreign key is defined by one
row in SY SFOREIGNKEY as shown in Table 4.5 and one or more rows in SY SFKCOL as shownin

Table 4.6. SY SFOREIGNKEY contains general information about the foreign key while

SYSFKCOL identifies the columnsin the foreign key and associates each column in the foreign key

with a column in the primary key of the primary table.

Table4.5 - SYSFOREIGNKEY System Table

Column name Column type Column Table constraints
constraint

foreign_table_id UNSIGNED INT NOT NULL Primary key, foreign key
references
SYSTABLE.table_id. Unique
index.

foreign_key id SMALLINT NOT NULL Primary key

primary_table_id UNSIGNED INT NOT NULL Foreign key references
SYSTABLE.table id.

root INTEGER NOT NULL

check_on_commit CHAR(1) NOT NULL

nulls CHAR(1) NOT NULL

role CHAR(128) NOT NULL Unigue index

remarks LONG VARCHAR

Table4.6 - SYSFKCOL System Table

Column name Column type Column Table constraints
constraint
foreign_table_id UNSIGNED INT NOT NULL Primary key. Foreign key
references
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SYSCOLUMN.table_id.
Foreign key references
SYSFOREIGNKEY
foreign_key id SMALLINT NOT NULL Primary key. Foreign key
references
SYSFOREIGNKEY.
foreign_key id

foreign_column_id UNSIGNED INT NOT NULL Primary key, Foreign key
references SYSCOLUMN
column_id
primary_column_id UNSIGNED INT NOT NULL

455 Triggers

A trigger isaset of SQL statements associated with a table that executes automatically when a
specific INSERT, UPDATE, or DELETE statement is executed on thetable. Triggers may be used
to enforce areferential integrity policy on adatabase. In addition, triggers alow changes to cascade
through related tables, to aid in enforcing complex column restrictions, or to perform actionsin
response to data modifications. Triggers are created with the CREATE TRIGGER statement.

Each trigger in the database is described by one row in the SY STRIGGER system table as shown in
Table 4.7. Thetable also contains triggers that are automatically created by the database for foreign
key definitions that have a referential triggered action (such as ON DELETE CASCADE).

Table4.7 - SYSTRIGGER System Table

Column Name Column Type Column Description/Constraints

trigger_id smallint Each trigger is assigned a unique number (the trigger number),
which is the primary key for SYSTRIGGER.

table_id smallint The table number uniquely identifies the table to which this
trigger belongs. Foreign key references SYS.SYSTABLE
table id.

event char(1) The event or events that cause the trigger to fire. This single-

character value corresponds to the trigger event that was
specified when the trigger was created.
trigger_time char (1) The time at which the trigger will fire. This single-character value
corresponds to the trigger time that was specified when the
trigger was created: A - After, B - Before.
trigger_order smallint The order in which the trigger will fire. This determines the order
in which triggers are fired when there are triggers of the same
type (INSERT, UPDATE or DELETE) that fire at the same time
(before or after).
foreign_table_id smallint The table number of the table containing a foreign key definition
which has a referential triggered action (such as ON DELETE
CASCADE). Foreign key references SYS.SYSFOREIGNKEY
foreign_key id smallint The foreign key number of the foreign key for the table
referenced by foreign_table_id. Foreign key references
SYS.SYSFOREIGNKEY
referential_action | char(1) The action defined by a foreign key. This single-character value
corresponds to the action that was specified when the foreign
key was created: (C - CASCADE; D - SET DEFAULT; N - SET
NULL; R - RESTRICT)
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trigger_name char (128) The name of the trigger. One table cannot have two triggers with
the same name.

trigger_defn long varchar The command that was used to create the trigger.

remarks long varchar A comment string.

4.6 Procedures and Functions

Procedures and functions are a series of Structured Query Language (SQL) statementsto be
executed as aunit. Procedures and functions may be used to group a set of SQL statements for the
convenience of users or to provide a controlled means of granting accessto tables. Procedures and
functions may be either system or user-defined. System stored procedures are installed with the
system and the interfaces are described in Section 4.7.2, Stored Procedures Interfaces. System
functions are described in Section 4.7.1, SQL.

Procedures are created with the CREATE PROCEDURE statement and del eted with the DROP
PROCEDURE statement. Procedures are executed using the CALL statement. A Functionisa
procedure that returns a value. User-defined functions are created with the CREATE FUNCTION
statement and deleted with the DROP FUNCTION statement. ASA user-defined functions are called
in the same way as SQL functions using a SELECT statement. Procedures can access tables and
views, and can call other procedures.

From an architecture and access control perspective, procedures and functions are handled the same
way. When aprocedure or function is defined, its definition and the definitions of its parameters are
stored in the SY SPROCEDURE and SY SPROCPARM system tables, respectively. When a
procedure or function is called, its definition isloaded into the procedure definition structure in the
ASA heap section of the cache. The text of the procedure definition is compiled into executable
form and stored.

Procedures and functions are owned by their creators. DBA authority is required to create a
procedure or function for another user. The owner of a procedure or function is stored in the

SY SPROCEDURE table. Owners can execute their own procedures and functions. A procedure
executes with the permissions of its owner, not the calling user.

The only permission on procedures and functionsis EXECUTE. EXECUTE permissions are stored
in the SY SPROCPERM system table. Each row of the SY SPROCPERM table corresponds to one
user granted EXECUTE permission on one procedure. When a user is connected, their EXECUTE
permissions on procedures and functions are stored in apermission list that is pointed to by the
user’s connection structure. The DAC check performed when a procedure or function is executed is
an auditable event.

Table 4.8 defines the SY SPROCEDURE system table. Each procedure or function has a unique
proc_id that serves as the primary key for thetable. Each procedure can also be uniquely identified
by its creator and procedure name, since one creator cannot have two procedures with the same
name. The procedure definition column contains the text of the command used to create the
procedure including the set of SQL statementsin ASCII format to be executed by the procedure or
function.
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Table 4.8 - SYSPROCEDURE System Table

Column Name Column Type Column Description/Constraints

proc_id smallint Each procedure is assigned a unique number as its primary key.

creator smallint Foreign key references SYS.SYSUSERPERM user_id.

proc_name char (128) The name of the procedure. One creator cannot have two
procedures with the same name.

proc_defn long varchar The command that was used to create the procedure.

remarks long varchar A comment string.

replicate char (1) (Y/N) Indicates whether the procedure is a primary data source
in a Replication Server installation. Not applicable in the
evaluated configuration.

Table 4.9 describes the SY SPROCPARM system table. SY SPROCPARM contains one row for
each parameter of the procedure or function. The primary key is composed of the procedure ID and
the parameter ID. The other columns define the data type and whether the parameter is an input
parameter or an output parameter.

Table4.9 - SYSPROCPARM System Table

Column Name Column Type Column Description/Constraints

proc_id smallint Uniquely identifies the procedure to which this parameter
belongs. Primary key, foreign key references
SYS.SYSPROCEDURE

parm_id smallint Each procedure starts numbering parameters at 1. The order of
parameter numbers corresponds to the order in which they were
defined. Primary key.

parm_type smallint The type of parameter will be one of the following:

Normal parameter (variable)

Result variable - used with a procedure that returns
result sets

SQLSTATE error value

SQLCODE error value

parm_mode_in char(1) (Y/N) Indicates whether this parameter supplies a value to the
procedure (IN or INOUT parameters).

parm_mode_out | char(1) (Y/N) Indicates whether this parameter returns a value from
the procedure (OUT or INOUT parameters).

domain_id smallint Identifies the data type for the parameter, by the data type

number listed in the SYSDOMAIN table. Foreign key references
SYS.SYSDOMAIN.

width smallint Contains the length of a string parameter, the precision of a
numeric parameter, or the number of bytes of storage for any
other data types.

scale smallint The number of digits after the decimal point for numeric data
type parameters, and zero for all other data types.

parm_name char(128) The name of the procedure parameter.

remarks long varchar A comment string.

default long varchar The default value for the parameter, held as a string.

user_type integer The user type of the parameter.

Table 4.10 describes the SY SPROCPERM system table. SY SPROCPERM contains one row for
each user granted EXECUTE access on a procedure or function. The primary key is composed of
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the procedure ID and the user_id of the grantee. Since the only permission that can be granted on
procedures and functions is EXECUTE, no other information is required.

Table4.10 - SYSPROCPERM System Table

Column Name Column Type Column Description/Constraints

proc_id smallint Primary key. The procedure number uniquely identifies the
procedure for which permission has been granted.

grantee smallint The user number of the user ID receiving the permission.
Primary key, foreign key references SYS.SYSUSERPERM
user_id.

4.7 Logical TCB Interfaces

Thelogical interfacesto the ASA TCB are:

» SQL that is generated by the DBISQL and the ESQL interfaces,
» Stored Procedures,

» JavaApplication Programming Interface (API), and

» Database utilities.

4.7.1 SQL

SQL statements may be sent through the Database Interactive SQL (DBISQL) interface or the
Embedded SQL (ESQL) programming interface. There are four components to the SQL interface:

* SQL Statements,

* Built-in SQL Functions,

* SQL Global Variables, and
» System stored procedures.

SQL functions and global variables are accessed through the SELECT statement. System
Procedures are accessed through a CALL statement. System stored procedures are part of the SQL
interface, but are discussed separately in Section 4.7.2 due to their complexity.

4.7.1.1 SQL Statements

SQL statements typically consist of averb followed by a SQL object followed by one or more
modifying clauses. Named objects are a subset of the objects referenced by SQL statements. The
SQL statements are summarized in atable in Appendix C that includes the permissions required to
execute each statement.

4.7.1.2 Built-in SQL Functions

The SQL interface also includes built-in SQL functions that can be accessed using a SELECT
command. SQL provides the following types of built-in functions:
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1 « Aggregate functions such as count, maximum, or sum,
2+« Numeric functions such as cosine, exponent, or round,
3 « String functions: char_length or substring
4 + TheText and image function istextptr, which returns the 16-byte binary pointer to the first page
5 of the specified text column.
6 < Dateand timefunctions such as hour and year,
7 + Datatype conversion functions such asinteger to hex or expression to string,
8 <« System functions, and
9 < Miscellaneous functions such asisnull or return plan.
10
11  Theonly SQL functions that are security relevant are the system functions that provide interfaces to
12  read server properties, database properties, and connection properties. There are three SQL system
13  functionsto retrieve properties:
14
15 <+ CONNECTION_PROPERTY:: Returns the specified connection property as a string.
16 <+ DB _PROPERTY: Returnsthe value of the specified database property as a string.
17 + PROPERTY: Returnsthe value of the specified server-level property as a string.
18
19  Some properties map to security relevant configuration options such as the minimum password
20 length and login mode. However, these functions can only read the values of these public objects,
21 not set them.

22 47.1.3 Global Variables

23

24  SQL aso provides aglobal variable interface that allows usersto retrieve values set by ASA. The
25 global variables are described in Table 4.11 below. Most of them are not security relevant as they
26  arelocal to aconnection asindicated by the last column. The other three Identity, Servername, and
27  Version are public objects.

28

29 Table4.11 - SQL Global Variables
Variable Description Local to a

Connection

Error Error status Yes
Identity Last value inserted into an identity column No
Isolation Current isolation level of active connection Yes
Procid Stored procedure ID of currently executing process Yes
Rowcount Number of rows affected by last statement Yes
Servername Name of current database server No
Sqlstatus Status information from last fetch Yes
Version ASA version number No

30

31 4.7.2 Stored Procedures Interfaces

32 ASA provides system and catalog stored procedures to carry out administrative tasks. System
33  procedures are built-in stored procedures used for getting reports from and updating system tables.
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Catalog stored procedures retrieve information from the system tables in tabular form. Examples of
system stored procedures are as follows:

e sa validate: Validates al tablesin the database.

» sa table page usage: Reportsinformation about the usage of database tables.

* sp_login_environment: Setsthe ODBC and Embedded SQL connection options.
sp_tsgl_environment: In the evaluated configuration, this stored procedure does nothing
except raise an error condition.

Catalog stored procedures return sets displaying server, database, and connection propertiesin
tabular form. Examples of these include the following:

» sa_conn_info: Returns a subset of the connection properties.

* sa _conn_properties: Returns values for each available connection property

sa_db_info: Returns a single row containing the Number, Alias, File, ConnCount, PageSize,
and LogName for the specified database.

sa_db_properties. Returns database ID number, and the Number, PropNum, PropName,
PropDescription, and Value for each property returned by sa_db_info.

sa_eng_properties: Returns the value of each available engine property.

4.7.2.1 Ownership and Privilege

Stored procedures belong to a database and are created when a database is created. When a database
is created in the evaluated configuration, 206 stored procedures and functions are created as part of
the database creation process. Asthetablein Appendix D shows, the vast mgjority of these are
owned by DBO, and have execute permission granted to PUBLIC. The group DBO has DBA
authority. Stored procedures execute with the permissions and privilege of the owner of the
procedure. (See Section 4.7.2.2.2, Stored Procedures that Check Permissions.) Two of the stored
procedures are owned by SYS. The other stored procedures are owned by a special group,
rs_systabgroup.

The evaluated configuration isinstalled with a demonstration database called asademo.db. This
database has 22 additional stored procedures, for atotal of 237 stored procedures. The additional
ones include stored procedures for the Customer Database demonstration, as well as JIDBC stored
procedures discussed below.

4.7.2.2 Typesof Stored Procedures

During its analysis of the TCB interface provided by stored procedures, the team divided the stored
procedures into the following types. These types correspond to the codes in the comments field of
thetablein Appendix D. Appendix D contains acomplete list of al the system and catal og stored
proceduresin ASA, and theirs types as described in the subsections that follow, including whether or
not DBA or Resource authority is required to execute them.

4.7.2.2.1 Stored Proceduresfor Compatibility
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These stored procedures, identified astype “1” in the table in Appendix D, make up over one half of
thefirst 100 stored procedures. These stored procedures call “sp_tsgl_feature _not_supported”,
which declares an exception “feature_not_supported” and signalsit. The stored procedure
“gp_tsgl_feature not_supported” does nothing else. Those stored procedures identified as type 1
also do no other action besides calling “sp_tsgl_feature not_supported”.

4.7.2.2.2 Stored Proceduresthat Check Per missions

These stored procedures, identified astypes“2” or “3” in the table in Appendix D, call the stored
procedure “sp_checkperms’ astheir first action. The stored procedure “sp_checkperms’ then
checksthe input variable for the value “DBA” if type 2 or “Resource” if type 3. If input is not
either, then sp_checkperms signals permission denied. The input value is passed as text, not asa
user id or user identifier. If the check passes, the rest of the calling stored procedure is executed.
Therefore, even though PUBLIC can start execution of most stored procedures, this additional check
means that only a user with DBA authority can successfully execute some stored procedures, and
only a user with Resource authority can successfully execute others.

4.7.2.2.3 Stored Proceduresthat Call Another Stored Procedure

These stored procedures, identified astype “5” in the tablein Appendix D, call another stored
procedure (that is not sp_checkperms or sp_tsgl_feature not_supported.) For example, proc_id 213
calls sp_jconnect_trimit to get desired information. The stored procedures may be called with the
“call” or “execute” syntax.

4.7.2.2.4 Internal Procedures

These stored procedures, identified astype “6” in thetablein Appendix D, call an internd
procedure (which can be thought of as a database engine entry point). Internal procedures are
procedures that do not use SQL to perform their functions. Instead, these procedures call compiled
functions inside the main ASA executable (dbsrv7.exe or dbeng7.exe). Internal procedures can only
be created by Sybase as they require implementation in C/C++ inside the server. (l.e., new interna
procedures cannot be added to ASA 7.0.0 with C2 Update, since the code has aready been frozen
and the software released.) Many of the stored procedures with “java’ in the stored procedure name
use this syntax. Permission checks for these stored procedures are done as for any stored procedure.

In the evaluated configuration, a user cannot add new internal procedures, for two reasons:

* Only SYS can create stored procedures using the internal name syntax, and it is not possible to
connect to any database as user SY S in the evaluated configuration. During creation or
upgrading of adatabase, the database engine fakes a connection as user SY Sto be able to create
the two stored procedures owned by SY S, aswell as to be able to add and alter system tables.

* Theengine has atablelisting all of theinternal procedures, and the C routine to which they
correspond. To add a new internal procedure, this table must be changed, a new procedure
added, and the engine recompiled to add code to dbserv7.dll to implement it.

Examples of theinternal procedures called include the following:
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* ‘table page usage

* ‘sa proc_debug connect’

* ‘sa proc_debug attach to connection’

* ‘sa exec script’ (proc_id 169; accepts a filename as input)

» ‘gp forward_to’ (using the at anyserver syntax, proc_id 178)
e 'index_levels

* 'sa app_get_status

e 'sa app_set_infoStr'

* 'sa app get_infoStr'

e 'sa conn_set status

The following four internal stored procedures are executable only by auser with DBA authority:

* sa table page usage: putsinformation about page usage into atable

» sa flush_cache: writes all dirty pagesin the cache to disk

* sa exec_script: executes a SQL script file (only used by Sybase Central which isnot in the
evaluated configuration)

* sa server_option: setsthe value of aserver option ("request_level _debugging”,
"disable_connections®, "liveness _timeout”, or "quitting_time")

The following internal stored procedure are used for Java debugging and cannot be used in the
evaluated configuration. The ten internally defined Java debugging procedures are all executable by
PUBLIC. It is not possible to do Java debugging in the evaluated configuration because Java
debugging requires networking with TDS and TCP/IP, which are not in the evaluated configuration.
These are the stored procedures for Java debugging:

java_debug_attach_to_vm(in vm_name char(128),out debugger long binary)
java_debug_connect(in user_to_debug char(128))

java debug_detach from_vm(in debugger long binary)
java_debug_disconnect()

java debug_free existing vms()

java debug_get_existing_vms(out buffer long binary)

java debug_get vm_name(in vm_handle long binary,out vm_name char(128))
java_debug_release vm(in vm_handle long binary)

java_debug_request(in debugger long binary,in request long binary,out out_request long
binary)

java debug wait_for_debuggable vm(out buffer long binary)

4.7.2.25 Extended Procedures

These stored procedures, identified astype “4” in the table in Appendix D, call an externa entry
point that is a compiled function in adynamic link library outside the main ASA executable. These
functions, as part of adynamic link library used by ASA, share the ASA process space. The syntax
allows identification of Windows 3.x, Windows 95, Windows NT, OS/2, UNIX, or Netware
executables. The syntax allows calling external Dynamic Link Library (DLL) from a stored
procedure or user-defined function when the operating system supports DLLSs.
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Only aDBA caninstall an additional extended procedure, and the TFM specifically prohibits this
action in the evaluated configuration. These additional extended procedures must use existing DLL
functions with defined external entry points. In the evaluated configuration, a user cannot add new
external entry points. Thiswould require addition of anew DLL, or recompiling an existing DLL.

Several extended procedures are briefly described here. xp_cmdshell allows a console-interface
command to be executed by the operating system. For example, an operating system command that
erases files could be executed through this extended stored procedure. Only a user with DBA
authority can execute xp_cmdshell by default.

Three extended stored procedures (xp_startmail, xp_stopmail, and xp_sendmail) implement
Microsoft’s Mail Application Programming Interface (MAPI). With these a user can send and
receive mail from within the database. Only a user with DBA authority can execute these by default.

The following extended procedures are not security relevant:

* Xp_msver returns product, company, version, and other information about ASA. It is not
executable except by a user with DBA authority.

* Xp_sprintf builds up astring from aformat string and a set of input strings. It is executable by
PUBLIC.

* Xp_scanf extracts substrings from an input string and a format string. It is executable by
PUBLIC.

The extended stored procedures xp_read_file and xp_write _file require DBA authority to execute.
The TFM directs the DBA not to grant EXECUTE permission on these stored procedures.

4.7.2.2.6 Other Stored Procedures

The stored procedures that are not identified by typein the table in Appendix D either return an
output parameter or return aresult. Some of these stored procedures are used to get information
from system tables or tables owned by the database owner. Others of these stored procedures get
information from demonstration databases. Two of these are for use by SY S and are not granted to
any other user. The majority are created by DBO, but granted to Public.

4.7.2.2.7 IJDBC-related Stored Procedures

There are nineteen JDBC related stored procedures. In the evaluated configuration EXECUTE
permission is granted to PUBLIC for these procedures. They are security-rel evant, because JDBC
allows the user to pass SQL statements from a Java class to the ASA query processing engine. The
SQL statements passed in this manner are parsed and their permissions are checked by the server
exactly asif they were received through aclient interface for SQL like dbisglc.exe.
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4.7.3 Java Application Programming Interfaces (APIs)

Java classes are stored in ASA databases as data types that can be used as the data type of a column
in atable or avariable. Java class instantiations (objects) can be saved asavauein an ASA table
cell. Java objects can be inserted into atable, SQL SELECT statements can be executed against the
fields and methods of the Java objects stored in atable, and Java objects can be retrieved from the
table.

The ASA runtime Java classes (i.e., the minimum set of classes necessary to run ASA Java
applications) present alogical TCB interface by providing an Application Programming Interface
(API) to write stored procedures in Javato access relational data stored in ASA databases.

4.7.3.1 ASA runtime Java classes

The ASA runtime Java classes are organized into sets of classes. These sets of classes are called
packages. The ASA runtime Java packages are as follows:

* sun
* java

o javasql

* com.sybase

* sybase.sgl.asa

The’sun’ and ’java packages are licensed from Sun Microsystems and contain the Sun Microsystems
Javaruntime classes.

Javasgl’ (ak.a. IDBC) isthe package that defines the API for connecting to ASA databases and
executing SQL statements. JDBC is Sun’s standardized Java API for writing database applications.
ASA support for ’java.sgl’ is provided by 'com.sybase’ and 'sybase.sqgl.asa.

‘com.sybase’ implements the Sybase jConnect JDBC driver. However, Java applications do not have
the ability to create and connect to sockets in the evaluated configuration. Therefore, the evaluated
configuration does not support client-side JDBC. If sockets could be created and connected to in the
evaluated configuration, jConnect would enable client-side JDBC support. Thiswould provide the
capability to connect to an ASA database using TCP/IP from a client application that is not running
on the ASA server. Note that server-side JDBC does not use jConnect and does not rely upon
‘com.sybase’. (See Section 4.7.3.1.2, IDBC Implementation for details.)

'sybase.sql.asa’ implements server-side JDBC support by implementing java.sql’ interfaces and
extending java.sgl’ classes. The 'sybase.sgl.asa’ package also implements functionality that is
accessible by non-administrative users that is not defined in the JDBC standard. However, the only
publicly-accessible non-JDBC functionality exposed in this package are two Java methods from the
'sybase.sgl . ASAULtilS package that support object serialization and de-serialization, 'toByteArray()’
and 'fromByteArray()’, as documented in the ASA User’s Guide.

4.7.3.1.1 JDK implementation
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The’sun’ and java packages are licensed from Sun Microsystems and contain the Sun Microsystems
Javaruntime classes. The ASA implementation in the evaluated configuration supports a subset of
the runtime classes and class methods defined in version 1.1.6 of the Sun Microsystems Java
Development Kit (JDK) standard. In other words, the complete set of JDK 1.1.6 runtime classes and
class methods are not in the evaluated configuration. (The following entire JDK 1.1.6 packages that
are not physically present in the evaluated configuration: java.applet, java.awt, sun.applet, sun.audio,
sun.awt, sun.beans.editors, sun.beans.infos, sun.jdbc.odbc, sun.misc, sun.net, sun.rmi, sun.security,
sun.tools, sunw.io, and sunw.util.)

javanet isthe only JDK 1.1.6 networking-functionality-rel ated package that is physically present® in
the evaluated configuration, but it is disabled. Underlying ASA function tables were updated to
disable datagram, multicast, and stream socket functionality in order to meet system architecture
requirements. Disabling networking functionality resultsin individual methods behaving asif the
underlying socket call failed (e.g., java.net.SocketError’ is thrown when trying to open a socket),
preventing the establishment of network connections.

The complete set of corresponding Java native methods is not physically present in the evaluated
configuration for the following JDK 1.1.6 classes and invoking those native methods will result in
an undefined link exception: java.lang.ClassL oader, java.lang.Compiler, java.lang.Runtime,
javalang.SecurityManager, java.lang.Thread, java.io.File, java.io.FileDescriptor,
javaio.FilelnputStream, java.io.FileOutputStream, java.io.ObjectInputStream,
java.io.ObjectOutputStream, java.io.ObjectStreamClass, java.io.PrintStream,

javaio.RandomA ccessFile, java.math.Biglnteger, java.net.PlainDatagramSocketimpl,
javautil.zip.Adler32, java.util.zip.CRC32, java.util .zip.Deflater, and java.util.zip.Inflater.

4.7.3.1.2 JDBC implementation

Tava.sgl’ (ak.a. IDBC) isthe package that defines the API for connecting to ASA databases and
executing SQL statements. The ASA implementation of JDBC is compliant with version 1.1 of the
Sun Microsystems JDBC standard. However, given that only server-side JDBC is supported in the
evaluated configuration, only Java applications running on the ASA server can use the JDBC API
access ASA databases.

The ASA Javaimplementation does not support sockets in the evaluated configuration, and because
of this, only server-side JDBC is supported (jConnect relies upon TCF/IP).

Instead of using the TCP/IP-based jConnect driver to connect either locally or remotely to ASA
databases, Java native methods (i.e., non-Java applications and/or libraries) are used by server-side
JDBC applications to connect locally to the underlying ASA database. In either case, connections
are established viathe JDBC API using the 'DriverM anager.getConnection’ method. In the case
where a server-side JDBC application is establishing a connection, the URL that is passed as an
argument consists of a string with zero length (instead of a string containing the URL of an ASA

®The JDK 1.1.6 'Java.net’ package and its corresponding Java native methods are physically present in the
evaluated configuration with the exception of the PlainDatagramSocketimpl class, which is not physically
present in any ASA configuration.
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database). This causes a native method to be invoked instead of jConnect, which establishes a
connection to the database. The credentials that were used to establish the database connection in the
first place are used to connect again to the database, this time using Java native methods.

4.7.3.2 ASA runtime Java native methods

While Java runtime classes initiate requests to and receive responses from the underlying DBM S
(and operating system, through the DBMYS), they do so indirectly using the Java Native Interface
(INII) mechanism. The NI mechanism implemented in the ASA Java Virtual Machine (JVM) alows
the invocation by Java applications of native methods (non-Java applications and/or libraries).
Native methods pass requests to and receive responses from the ASA DBMS (and operating system,
through the DBMYS). Native methods make the actual requests to and receive the actual responses
from the underlying DBMS (and operating system, through the DBMS). In other words, native
methods are the entities in the ASA Javaimplementation that are performing the actual security-
relevant events.

Native methods included in the evaluated configuration implement only that functionality that is
defined by the logical TCB interface that the runtime classes present.

Note that the Java runtime classes, the JVM, and the native method implementations together
present a single software TCB interface. (Thisis discussed in more detail in Section 4.16.4, ASA
JVM TCB Interface.)

4.7.4 Database Utilities

ASA includes a set of utility programs for backing up databases and performing other database
administration tasks. Table 4.12 provides a brief description of each of these utilities and their
required permissions.

Table4.12 - Database Utilities

Utility Command Program Description Permissions
Line Interface,
if available
Backup dbbackup DBBackup Makes copy of database files DBA authority
DBTruncate Truncates a transaction log. DBA authority
Log

Collation dbcollat DBCollate Extracts a collation sequence from | DBA authority
a database.

Compres- dbshrink DBCompress | Reads input database file and DBA authority

sion creates compressed database file.

Erase dberase DBErase Erases a database file and/or a DBA authority
transaction log file.

Information | dbinfo DBInfo Returns information about a Need to be DBA
database such as date/time for -u (page
created, log file names, page size, | usage) option;
and connection parameters. valid user ID

otherwise.
dbinfo -u DBInfoDump | Returns output page usage DBA authority
statistics.
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Initialization | dbinit DBCreate Creates a database. Creates DBA user
ID with password
SQL

Interactive | dbisqlc Interactive user interface for Valid User ID

SQL submitting SQL commands.

Locate dblocate Lists ASA servers on network Not in evaluated

running TCP/IP. configuration

Log dbltm Replication agent. Not in evaluated

Transfer configuration.

Log dbtran DBTranslateL | Translates a transaction log file to | DBA authority

Translation og SQL.

Ping dbping DB_string_pi | Attempts to create a streams-level | Valid User ID to

ng_server connection to an engine or server, | use -d option,
optionally attempts database none otherwise.
connection.

Rebuild rebuild Allows rebuilding of database with | DBA authority

new configuration options such as

page size, tailing blanks, and case

sensitivity
Service dbsvc Creates, deletes, and modifies NT Administrator
Creation NT Services for ASA server

processes.

Stop dbstop Stops a database server. Set by —gk server
switch. DBA in
evaluated
configuration.

Transaction | dblog Displays or changes the name of DBA authority.

Log the transaction log or transaction

log mirror. Starts or stops a
transaction log or transaction log
mirror.
dblog -t DBChange Sets the name of the transaction
LogName log file.

Uncompres | dbexpand DBExpand Uncompresses a database file. DBA authority.

- sion

Unload dbunload DBUnload Unloads a database. DBA authority.

Upgrade dbupgrad DBUpgrade Converts a database file from an DBA authority.

earlier version of ASA to ASA
7.0.0.

Validation dbvalid DBValidate Validates all or part (i.e., selected DBA authority.

tables) of a database

Write File dbwrite -d DBChange Changes a write file to refer to DBA authority

WriteFile another database file.
dbwrite -c DBCreate Creates a write file
WriteFile
dbwrite -s DBStatus Gets status of a write file.
WriteFile

SQL sqlpp Processes a C or C++ program None.

Preproces- with embedded SQL statements

sor
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4.8 Communications

The following communications layers are inside the TCB: streams, Command Sequence protocol,
and DBLIB.

Streamsis a set of routines that translates generic communication requests such as
connect or send packet into requests that are specific to the OS communications
mechanism being used. (I.e., Windows NT Named Pipesin the evaluated configuration).
Streamsisinside the TCB both on the server and for trusted clients.

The Command Sequence (CmdSeq) protocol is a presentation layer protocol used to
transfer requests and responses between aclient and ASA. CmdSeq isinside the TCB
both on the server and for trusted clients.

DBLIB isadynamic link library called by the administrative utilities on the client side.
DBLIB isinside the TCB when called by trusted subjects. DBLIB is an intermediate
level that is called by ISQL, database utilitiesand ESQL. DBLIB callsthe CmdSeq
protocol.

4.9 Database Files

An Adaptive Server Anywhere database is made up of the following types of files:

Main Database file

Dbspace Files

Transaction Log file
Transaction Log Mirror file
Database Utility Audit Log file
Write File, and

Temporary File.

Thesefiles are protected by OS DAC as described in Section 7.1, System Architecture.

4.9.1 Main Database File

The main database file is created when a database is initialized using dbinit utility or the CREATE
DATABASE SQL statement. The main initial database file contains the system tables, database
tables, and indexes. It also contains the checkpoint log, the rollback log and columns statistics. The
first page after the definition page contains the first page of the SY STABLE system table. Since the
SY STABLE system table contains pointers to all of the other tablesin the database, this gives ASA
astarting point. The main database fileis also caled the root database file and is hamed
<dbname>.db.

4.9.2 Dbspace Files

Additional database or dbspace files can be created by a user with DBA authority files using the
CREATE DBSPACE command. A main database file can have a maximum of twelve dbspace files
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associated with it. Dbspace files can reside on the same or a different device from the main database
file. Dbspace files store tables and indexes like the main database file, but not system tables.
DBSPACE files can be used to improve performance by placing tables or indexes that are frequently
accessed together on different physical devices. The system table SY SFILE keeps arecord of al the
dbspace files associated with a main database file.

The IN option of the CREATE TABLE or CREATE INDEX command can be used to place atable
or index in a specific database file, either the main database file or a dbspace file. By default, if a
database file is not specified, atableis placed in the main database file and an index is placed in the
same database file asitstable. A table or index must fit within one database file; it may not span
more than onefile.

4.9.3 Transaction Log File

Transaction log records are stored in the transaction log file. A database must be created with the
transaction log set to ON in the evaluated configuration. Every action that the database engine takes
against the database is stored in the transaction log in the order in which it occurs. Thisincludes
inserts, updates, deletes, commits, rollbacks, and database schema changes. When recovering from
system or media failure, the database engine uses the transaction log to recreate lost data. The
transaction log is also used to store audit records. By default, the transaction log is placed in the
same directory as the main database file. However, to protect against media failure corrupting both
the transaction log and the main database file, the two files should reside on different physical
devices. Placing the main database file and transaction log on separate physical devices can also
improve performance. The transaction log fileis named <dbname>.|og.

4.9.4 Transaction Log Mirror File

A transaction log mirror isan identical copy of the transaction log. It provides extra protection for
critical data. A transaction log mirror is maintained concurrently with the transaction log. Every
time a database change is recorded in the transaction log, it is aso written to the transaction log
mirror. The transaction log mirror is named <dbname> .mlg.

4.9.5 Database Utility Audit Log File

The audit log file is used to store audit records generated by ASA database utilities when the engine
isnot running. Thefileisin ASCII text format. The following utilities can generate records in the
Audit Log File: dblog, dbtran, and dbwrite. The audit log fileis named <dbname>.alg.

4.9.6 Write File

A write file provides a method of updating a read-only database such as one on a read-only compact
disk (CD). Changes made to the read-only database are saved in the associated writefile. The write
fileis named <dbname>.wrt.

4.9.7 Temporary File

ASA uses the temporary file when extra space is needed for certain operations such as sorting and
performing unions. There isone temporary file per database and it is deleted when the database is
closed. By default, the temporary fileis created in the same directory as the main database file.
Temporary files have the default extension .tmp.
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All files consist of pages. Pages can beupto 32K bytes. Page sizeis set when the databaseis
created, and fixed for all files used by the database. The ASA page size need not be the same as the
operating system page size.

Pages are identified by a 32-bit number. Thefirst four bits are the file number and the last 28 bits
are the offset in within thefile. The four bit file number is associated with the file types described
above as follows: main database file (0), dbspace files (1-12), write file (13), transaction log file
(14), and temporary file (15).

4.10 Page Management

Pages may be stored on afile on disk or in memory in the cache or both. The types of pages are as
follows: Definition, Table, Index, Transaction log, Rollback log, Lock, Statistics, Temporary File,
and Free.

4.11 Memory Management

ASA uses memory for the following:

» Cachefor quick access to frequently required information,
» Dynamic memory pool for managing database connections, and
*  Communications buffer pool for network communications.

4.11.1 Cache

The cacheis used to hold datathat is accessed frequently, so that it does not have to be fetched from
disk each timeit is needed. Each time the database engine needs to access data, either that datais
available in the cache, or it must be retrieved from the file on disk. The size of the database engine
cache can grow dynamically. There are command line switches to set minimum/maximum values as
well asto set the cache to afixed size. The ASA virtual memory management system moves
information between the cache and atemporary file on disk. The database engine cache is the
memory pool used by the core database engine for the following purposes:

» Cache pages, and
* Engine stacks and data structures.

4.11.1.1 Cache Pages

The database engine divides its cache into pages of afixed size for holding information from the
database files, and for holding other information that can be moved into the temporary file. By
default, when an engine is started with a single database, the cache page size matches that of the
database. If more than one database is loaded when a server is started, the cache page sizeis set by
default to the maximum of the database page sizes.

The virtual memory management system retrieves pages from disk into memory for use when they
are needed, and writes them out to disk when they are no longer needed or when there is no more

45



CQwWwoo~NOoOOOUTr~,WNE

e ol
AWDNPRE

15

16
17
18

19

20
21

22

23
24
25
26
27
28
29
30
31
32
33

35
36
37
38
39
40
41
42

cache available. While pages are in use by the engine, they are locked. Unlocked pages are managed
using the 2Q algorithm, similar in purpose but more refined than the Least Recently Used (LRU)
algorithm. The contents of the pages selected by the 2Q algorithm are either written to disk (if the
pageisdirty) or erased (if it is not dirty) and then the page is reused.

Cache pages are used for the following:

» Database pages,

» Temporary table pages,

e Heaps,

* Lock table,

*  Column statistics registry, and
» Table page map.

4.11.1.1.1 Database table and index pages

Any time a database page is read from disk, it is read into a cache page. If changes are madeto the
database through an INSERT, UPDATE, DELETE or DDL statement, then the changes are made to
the cache pages and these cache pages are marked as dirty.

4.11.1.1.2 Temporary table pages

Temporary tables are built-in pages from the temporary file. These pages occupy cache pages when
they are being used, and then are eliminated from the cache in the normal LRU fashion.

4.11.1.1.3Heaps

All dynamic memory in the database engineis allocated out of heaps. A heap is a collection of
cache pages that are used together. Sub-allocation is done within each heap. Asal memory is
managed out of cache pages, no piece of memory can be allocated that is larger than the size of a
cache page. Any data structure in the engine that would require alarge contiguous piece of memory
has been modified to exist in pieces. There are two different kinds of heaps: the main heap and

rel ocatabl e heaps.

Thereisone main heap that is never relocated or paged out to disk. It contains many different data
structures, enumerated below. The main heap stores many of the engine data structures. The
following data structures are stored in the main heap: database, connection, user descriptor, table and
view description, column description, index description, statement handle, cursor handle, procedure
handle, permissions, string ID table, and cursor positions. One data structure is used for each
instance of each object. For example, atable with six columns requires one table description data
structure plus six column description data structures.

Relocatable heaps are used for certain types of data structures that are well contained, such as
statement parse trees. Relocatable heaps can be paged out to disk in the temporary file and rel ocated
when reloaded. These heaps contain pointers within the heap itself or to the main heap. When a
relocatable heap is reloaded and moved, the pointers within the heap are fixed up to represent the
new page locations. The following objects are each allocated a rel ocatable heap:
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* Parsed (prepared) statements including view definitions, table check constraints,
procedure definitions and trigger definitions,

» Database engine cursors,

e Stored procedures and triggers,

» Stored procedure and trigger execution context, and

» Nested procedure and trigger invocations

411.1.1.4Lock Table

The lock table stores all the row lock pagesin asingly linked list. Lock table pages can be paged
out to the temporary file.

4.11.1.1.5Column Statistics

Statistics for each column are stored in the cache when the database is running, and in the main
database file when the database closes down to preserve the values.

4.11.1.1.6 Table Page Map
The table page map stores all the pages that make up a given table.

4.11.2 Engine Task Stacks and Data Structures

Inside the ASA database engine, thereis a multi-tasking kernel running. This kernel uses Windows
NT fibers to execute request tasks. Stack memory is allocated by the OS when the fibers are created.
A descriptor structureis used for each task.

4.11.3 Communications Buffer Pool

The Communications Buffer pool isaset of buffers used for communications. It is allocated from
the system on startup. Each connection to the server uses two buffers. Active requests use at least
one more. Each request isreceived from the client into this buffer pool, and the buffers remain
allocated to that request until the request has finished processing in the engine. Repliesto the clients
are also stored in buffers from this buffer pool. As each response buffer is acknowledged by the
client, it isreleased. Thelast response buffer is not released back into the pool until the next request
isreceived.

4.12 Database Connections

The connection between the user’s client application process and ASA is through NT’s named pipes.
Named pipes alow interprocess communication on a single machine or across networks. There are
only two endsto a pipe: aserver end and a client end. Each end isidentified and accessed with a
different handle. Only one client can connect to the client end of a pipe a atime. In generd, the
semantics of using named pipesis similar to using afile; Create/Open, Read, Write, and Close
operations are performed by the client and the server with handles to the pipe.
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ASA creates a named pipe with the CreateNamedPipe function call. The call specifies aname for the
pipe and a maximum number of instances for the named pipe, and returns a handle to the server end
of the pipe. (CreateNamedPipe can be called repeatedly with the same name to create any number of
instances of the named pipe as long as the number does not exceed the specified maximum number
of instances.) The name of the pipe isthe server name. The server nameis given using the "-n"
switch, or defaults to the name of the first database on the command line when ASA is started. (If
ASA starts without loading a database file, then it must be given aname using the "-n" switch.) The
named pipe created by ASA isbi-directional, allows overlapped 1/0, and is message oriented. After
creating the named pipe, ASA calls ConnectNamedPipe to determine when a client has connected to
the pipe.

The client application connects to the pipe with a CreateFile function call. The client application
must know the name of the pipe. This function call returns a handle to the client end of the named
pipe started by ASA. When the client connects and ASA’s ConnectNamedPipe call returns, ASA
makes a second instance of the pipe by calling the CreateNamedPipe function call with the same
name, and then calling ConnectNamedPipe again on that new instance. Each call to
CreateNamedPipe returns a different handle to the server end of the new instance of the pipe created
by the call. Once a client opens the client end of a named pipe instance, that instance cannot be
opened by another client. In this way, multiple, concurrent connections from clients can be serviced
by ASA securely.

After the ConnectNamedPipe call signals the event object, the physical connection between the
client process and the server is established. Communications between client and server continue to
use the private named pipes for the duration of the connection.

When a client disconnects, the instance of the pipe used by the client is deleted. ASA calls
DisconnectNamedPipe function, which invalidates the client handle. ASA then calls CloseHandle,
which invalidates the server end handle to the pipe.

4.13 Kernel

4.13.1 Threads, Fibers, and Tasks
There are four threads running in ASA:

* Manengine,
* Named pipes server monitor, and
* Engine notifier.

The main engine thread processes requests. Each active request is assigned to arequest task when it
isreceived (as opposed to tasks being permanently assigned to a connection.) ASA schedules
request tasks using Windows NT fibers. Fibers are subsets of threads that are scheduled by ASA
rather than Windows NT. Each fiber hasits own stack that is allocated by Windows NT. The
number of request tasks governs the number of active requests that can be worked on simultaneously
by the database engine. The number of request tasks does not restrict the number of users, or the
number of requests that can be sent to the engine. The switch restricts the number of requests that
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the engine works on simultaneously. If there are more outstanding requests, they are queued, and
when an active request completes, the next request is picked up from the queue. The default number
of request tasks for Windows NT is 20.

The named pipes server monitor waits for connection attempts.

The engine notifier checks the streams environment periodically to delete old connections, check for
new connections, and do liveness checks.

4.13.2 Internal Data Structures

ASA implementsitsinternal data structures as objectsin C++.* Some of ASA’smajor internal data
structures include the following:

* Engine containslist of active databases, 1D of default database, routines to find the
maximum number of allowed connections, and to shut down the server,

» Database: contains status, connection list, values of public options, pointer to store, list
of locks, list of files, list of users, and alist of tables,

» Connection: contains pointer to streams connection object, user, cursors, temp tablelist,
* Task: contains state, pointer to stack, fiber handle, and
» Cache: managesthe cache.

In addition, ASA stores representations of SQL objects (such astables) in memory, when it is
executing. ASA implements its own mutex mechanism to synchronize accessto its interna data
structures among executing fibers.

4.14 Query Processing

This section describes the processing of a SQL statement after arequest is received from the
Command Sequence (CmdSeq) protocol. The steps are depicted in Figures 4.5 and 4.6, SQL
Processing. Thefirst step in the processing of a SQL statement is the creation of aparsetree. If the
SQL statement is a Data Definition Language (DDL) statement (e.g., ALTER, CREATE, DROP, or
GRANT), ASA immediately checks the permissions and executes the query. If the statement isa
Data Manipulation Language (DML) statement (i.e., SELECT, INSERT, UPDATE, or DELETE),
ASA annotates the parse tree with information about the referenced object. As part of annotating the
parse tree, ASA checks that the referenced tables exist, finds their object I1Ds, and associated
columns.

* These are internal objects, not the same as Named Objects protected by DAC. These objects are not
accessible at the user interface.
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During annotation of the parse tree, ASA performs the Discretionary Access Control (DAC)
permission checks. The checks for INSERT and DELETE permission are just a check on asingle
table, since ASA allows INSERT and DELETE on just asingle table at atime, evenif they are
performed through aview. An UDATE operation may be performed on rows in more than one table
in asingle statement. In addition, UPDATE permission can be granted on a subset of the columns of
atable. If thereisa WHERE clause in the UPDATE statement, the rows to be updated must be
selected.

For SELECT statements, subqueries may be nested inside queries. For each SELECT node, there
are pointersto table structures for each table referenced and alist of columns. Permissions are
checked by comparing the requested operation and the objects referenced with the lists of
permissions pointed to by the User structure. ASA uses the following agorithm for checking object
permissions:

If the user isaDBA, grant access, else

If the user isthe owner of the object, grant access, else

If the user ID has been granted the permission, grant access, else

If the user is a member of group that has been granted the permission, grant access, else
Deny access.

agrwbdPE

If the SQL statement passes the permission check, it passes through the pre-optimizer and the access
planisbuilt. Theaccessplanisastructurethat isinterpreted. The access plan is sent through the
optimizer and then the query is executed. Note that the permission check is performed once for each
SQL statement before it starts executing. For example, if a SELECT statement passes the
permission check and starts retrieving rows, it will not stop retrieving rowsiif the user's SELECT
permission is revoked from the table.

Cursors are used to execute SELECT statements from dbisqglc and through Embedded SQL (ESQL)
in application programs. There are several SQL statements related to cursors. The sequence of
cursor operationsis DECLARE, OPEN, FETCH, and CLOSE. The SQL Statement is parsed and
the permission checks are performed when the OPEN statement is executed. When the FETCH
statement is executed, no additional access control checks are made. Asshown in Figures 4.3 and
4.4 - SQL Processing, if the SQL statement is a cursor FETCH, control immediately branchesto the
Execute block.
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4.15 Transaction Processing

ASA supports transaction processing to ensure:

» Transaction Atomicity: SQL statementslogically related as atransaction are executed as one
unit of work.

» Transaction Concurrency: Concurrent transactions against the same data can be executed with
consistent and correct results.

» Transaction Recoverability: Datacan be properly recovered if system failure occurs before
committed transactions are written to the database file, or if system failure interrupts the
execution of one or more transactions.

4.15.1 Transaction Atomicity

In arelational DBMS, the tasks making up atransaction are defined in SQL statements. ASA
executes all or none of the SQL statements in atransaction to guarantee the consistency of datain
the database.

Transactions start with the first statement following a connection to a database, or the first statement
following the end of atransaction.

Transactions complete with one of the following events:

» A COMMIT statement makes the changes to the database permanent.

* A ROLLBACK statement undoes al the changes made by the transaction.

» A statement with aside effect of an automatic commit is executed. Data Definition Language
(DDL) statements such as ALTER, CREATE, COMMENT, and DROP al have the side effect
of an automatic commit.

» A disconnection from a database performs an implicit rollback.

4.15.1.1 Commit and Rollback

A COMMIT statement makes the changes to data in the database permanent, when it is determined
that all transaction tasks have been completed successfully.

A ROLLBACK statement undoes the changes to data in the database when it is determined that
some transaction tasks cannot be successfully completed.

4.15.1.2 Savepoint

A savepoint delimits agroup of logically related tasks within atransaction. A SAVEPOINT
statement initiates a savepoint. A savepoint can be named by assigning an identifier in the
SAVEPOINT statement. Savepoint hames permit savepoints to be nested. Using named, nested
savepoints creates multiple active savepoints within atransaction. All savepoints are rel eased when
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atransaction ends. Changes between a SAVEPOINT and aRELEASE SAVEPOINT can be
canceled by rolling back to a previous savepoint or rolling back the transaction itself. Changes made
anywhere in atransaction, including changes between a SAVEPOINT statement and a RELEASE
SAVEPOINT statement, become a permanent part of the database only when the transaction itself is
committed.

4.15.2 Transaction Concurrency

In multi-user databases, concurrent transactions may interfere with each other as they attempt to
perform operations against the same row in the same table over the same period of time. This
section first describes the types of possible inconsistencies within atransaction and then describes
how locks and isolation levels can be used within ASA to prevent them.

4.15.2.1 Types of Data I nconsistencies within Transactions

The following three types of inconsistencies can occur when transactions share the same database
dataand read locking is disabled:

» Dirty read: Occurs when atransaction reads a row modified or inserted by a concurrent
transaction that has not yet committed the transaction.

* Non-repeatable Read: Occurs when atransaction reads the same row more than once and obtains
different results each time because a concurrent transaction modified the row in the interim and
committed the change.

» Phantom row: Occurs when a transaction reads a set of rows satisfying a certain condition more
than once and obtains different result sets each time, because in the interim a concurrent
transaction inserted, deleted, or updated one or more rows meeting the same condition.

Note that data consistency here refers to data held by a transaction, not to data committed to the
database.

4.15.2.2 Locking

To prevent concurrent transactions from interfering with each other, ASA implements automatic
row-level locking. A lock isacquired by atransaction on atable row (or index) for either awrite or
aread operation. Locks have the effect of ensuring that the data that a transaction is using does not
change in an unpredictable way. Locks are held until the transaction ends witha COMMIT or a
ROLLBACK.

ASA uses three types of row-level locking:

*  Writelock: A transaction automatically acquires awrite lock on arow when it performs awrite
operation (INSERT, UPDATE, or DELETE) onit. A writelock isan exclusivelock. No other
transaction can obtain any kind of lock on arow with awritelock. A transaction cannot obtain a
write lock on arow with any kind of lock. Write locks ensure that write operations on given data
are performed exclusively by one transaction until it is committed or rolled back.
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* Read lock: A transaction may acquire aread lock on arow of atable when it performs aread
operation (i.e., SELECT) onit. A read lock isashared lock. Other transactions can acquire read
locks on arow with aread lock.

» Phantom lock: A phantom lock isaread lock on a set of rows and the indexes used to obtain the
set. A transaction acquires a phantom lock on every row in a set of rows produced by aread
operation. The transaction also acquires aread lock on every index used for the read operation.
A phantom lock is a shared lock.

Locks for write operations are mandatory. A transaction does not have to request awrite lock. The
lock is automatically requested when a write operation is executed. Locks for read operations are
not mandatory. Requests for read locks can be controlled through isolation levels. At some
isolation levels, no read lock is requested. At other levels aread lock is automatically requested
when aread operation is executed.

Exclusive locks create a potential for conflict between concurrent transactions. Deadlock arises
when two or more transactions contend for the same resource. It occurs only when the BLOCKING
option is set to ON and transactions block. There are two types of deadlock: cyclical blocking and
thread blocking. Cyclical blocking occurs when two or more transactions hold resources needed by
each other and wait for each other to arelease a needed resource. Thread blocking occurs when all
the request tasks in the database engine are blocked. In both types of deadlock, ASA automatically
detects the deadlock and rolls back the last blocked transaction, which resolves the deadlock. Note
that the higher the isolation level, the greater the likelihood of blocking resulting in an impact on
performance.

4.15.2.3 Isolation L evels

Isolation levels permit read operations on given data over arange of conditions and guarantees.
ASA supports the four ANSI standard isolation levels. Descriptions of the ANSI isolation levels and
their ODBC equivalents are shown in Table 4.13.

Table4.13 - Isolation Levels

ANSI ODBC Description

0 RU Read uncommitted

1 RC Read committed

2 RR Repeatable read

3 TS Transactions serialized

Isolation levels provide for atrade-off between concurrency and consistency. Isolation level O offers
the greatest degree of concurrency among transactions performing read and write operations and the
least guarantee that a transaction is working with consistent data. Isolation level 3 offers no
concurrency among transactions performing read and write operations—the transactions are
serialized—and the greatest guarantee that a transaction is working with consistent data.

» Isolation level 0 (RU) isthe default. It allows dirty reads, non-repeatable reads, and phantom
rows to occur in the application. No read locking isin effect with level 0. At Isolation Level O, a
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read operation is permitted on arow whether or not it has awritelock. Thereis no guarantee
that, during the life of the transaction performing the read, the row will remain unmodified by a
concurrent transaction; or that the row, if already modified by a concurrent transaction, will not
be rolled back.

» Isolation level 1 (RC) preventsdirty reads. It allows non-repeatable reads and phantom rows.
At Isolation Level 1, aread operation is permitted on arow if it has no writelock. A read lock is
acquired on the row. Thelock lasts only for the duration of the read operation on the current
row, not for the life of the transaction. If the transaction returns to the row for another read
operation, there is no guarantee that the datawill be the same. Since the read lock does not
persist for the entire transaction, another transaction can acquire awrite lock and modify it in the
interim.

* Isolation level 2 (RR) prevents dirty reads and non-repeatable reads. It allows phantom rows.
At Isolation Level 2, aread operation is permitted on arow only if it has no write lock. A read
lock is acquired for the row and persists until the transaction ends with a commit or rollback.
The persistence of the read lock for the life of the transaction guarantees that every subsequent
read by the transaction will return the same data.

* Isolation level 3 (TS) prevents dirty reads, non-repeatable reads, and phantom rows. At Isolation
Level 3, aread operation is permitted on a set of rows only if it has no writelock. A read lock is
acquired for every row in the result set and for each index used to return the result set.  All of
these read locks persist for the duration of the transaction. This guarantees that every subsequent
read by the transaction will return the same data in each row and the same rows in the result set.

4.15.3 Transaction Recoverability

ASA supports transaction recovery so that transactions committed before a system failure can be
recovered and made permanent in the database. Transactions uncommitted before a system failure
or in progress at the time of system failure arerolled back. When ASA restarts after system failure,
it automatically recovers datato a consistent state using three logs:

*  Checkpoint log
* Transaction log
* Rollback logs

ASA uses the checkpoint log to restore database pages to a known state at a point in time prior to
system failure. The checkpoint log stores copies of database pages before they are updated. The
checkpoint log is stored in a database file.

ASA uses the transaction log to apply transactions that were executed after the point in time of the
last known state. The transaction log stores al changes to the database in the order that they occur.
Inserts, updates, deletes, commits, rollbacks, and database schema changes are all logged. The
transaction log is stored in the transaction log file.
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ASA uses rollback logs to undo transactions that were incomplete or uncommitted when system
failure occurred. ASA maintains arollback log for each active transaction. When a SQL statement in
the transaction modifies arow in a database table, a copy of the row beforeit ismodified issaved in
therollback log. A rollback log existsfor the life of the transaction, and it is deleted when the
transaction is committed or rolled back. ASA caches rollback logsin memory and writes them to
the main database file.

4.16 Java Virtual Machine

The ASA Java Virtua Machine (JVM) is a software application that provides a mechanism for
stored procedures written in Javato access relational data stored in ASA databases.

The ASA JVM is an abstract computing machine that is compliant with Sun Microsystems JVM
specification. Like areal computing machine, it has an instruction set. JVM instructions are called
bytecodes. The Java programming language is compiled to these bytecodes. Javais an object-
oriented, interpreted programming language based on C/C++ that was devel oped by Sun
Microsystems. The ASA JVM runs Java programs by interpreting these bytecodes and translating
them to machine instructions that will execute on the underlying operating system and/or hardware
platform. The ASA JVM supports a subset of the API defined by Sun’s Java Development Kit
(JDK) version 1.1.6. The ASA Javainterface also includes APIs defined by Sybase and is described
in Section 4.7.3, Java Application Programming Interfaces.

4.16.1 ASA JVM Implementation

The ASA JVM isimplemented as a Dynamic Link Library (DLL) and is executed as part of the
ASA process. DLLs arefiles that contain one or more functions that are compiled, linked, and stored
separately from the processes that use them. The operating system maps the DLLs into the address
space of the calling process when the processis starting or whileit is running. The operating system
controls access to the ASA JVM DLL entry points aswell asthefile.

4.16.2 ASA JVM Architecture

Java-enabled ASA databases use multiple ASA JVM instances and separate heaps within asingle
address space to maintain separate domains for each user. Underlying ASA memory management
mechanisms are relied upon to provide separation between each heap.

4.16.3 ASA JVM Self-Protection

ASA JVMs protect themselves and offer additional protections from the bytecode they are
interpreting by implementing what is called a sandbox security model. The sandbox model limits
certain actions that bytecode can perform (e.g., reading and writing to the local disk).

ASA JVM sandboxes are maintained by a collection of components within the virtual machine,
including the mechanism that loads classes, the mechanism that verifies class file formats, runtime
mechanisms that control access to memory, and mechanisms that control access to outside of the
ASA VM.
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The ASA JVM mechanism that loads Java classes into memory is called the class |loader. The class
loader prevents naming conflicts between classes |oaded into the Namespace Heap and prevents
these classes from being replaced by Java applications running on any given Connection VM. Both
naming conflicts and class replacement are prevented by maintaining alist within each class loader
object called a namespace. The namespace consists of aset of unique names for classes that have
been loaded by a given class loader. New class |loader objects are instantiated (1) when the Peer VM
isinstantiated and (2) after new classes have been installed by a DBA, a new connection to the
database has been established, and areference to a Java class definition by that new connection has
been made. After new class loader objects are instantiated, the existing class |loader objects are
deleted after the last connection that is referring to any of its class definitions is dropped.

The ASA JVM mechanism that verifies class file formatsis called the class file verifier. After aclass
loader object loads any given class, the classfile verifier checks the integrity of that class's
bytecodes and checks jump instructions against symbolically referenced classes, fields, and methods.
The classfile verifier aso performs runtime checks to verify class, method, and variable visibility
(i.e., enforces public/private/protected visibility modifiers).

The ASA JVM runtime mechanisms that controls access to memory include type-safe reference
casting, no pointer arithmetic, no ability to explicitly free allocated memory, array bounds checking
and checking of references for null. There are no pointersin Java, and JVM garbage-collection
mechanisms are relied upon to free allocated memory (when there are no more referencesto an
object, alow-priority thread running in the background frees the object’s allocated memory).

The ASA JVM mechanisms that control access to outside of the ASA JVM (i.e., to the underlying
DBMS and/or operating system) consists of the set of Java native methods. Java native methods are
non-Java applications and libraries that Java applications have the ability to invoke using the ASA
JVM’s Java Native Interface (JNI) mechanism. Java native methods are relied upon to provide
access to therest of the TCB. It isimportant to note that the ASA Javaimplementation does not use
a security manager, as defined by the JDK 1.0 specification. Instead, the ASA DBMSisrelied upon
to control access to outside of the ASA JVM (the connection structure of the worker thread is used
by the ASA DBM S to make access control decisions). None of the java.lang.SecurityM anager class
native methods are implemented. They throw exceptions when invoked. (The SecurityManager is
not used by ASA to implement C2 requirements.) The SecurityManager isincluded for backward
compatibility.

4.16.4 ASA JVM TCB Interface

The ASA JVM presents a TCB interface by providing a mechanism for stored procedures writtenin
Javato access relational data stored in ASA databases.

Java classes are stored in ASA databases as data types that can be used as the data type of a column
in atable or avariable. However, while runtime Java classes (runtime classes are defined as the set
of classesincluded in the 'java), 'sun’, ‘com.sybase’, and 'sybase.sgl.asa’ packages) can be used in the
same way, they are not stored in the database. Runtime Java classes are stored in the 'Java
subdirectory of the ASA installation. Java native method implementations (i.e. non-Java applications
and libraries) are not stored in the database either.
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Java class instantiations (objects) can be saved as avauein an ASA table cell. Java objects can be
inserted into atable, SQL SELECT statements can be executed against the fields and methods of the
Java objects stored in atable, and Java objects can be retrieved from the table.

The ASA JVM interprets Java bytecode. Java bytecode instructions can be divided into several
categories:

» Pushing constants onto the stack

» Accessing and modifying the value of aregister

» Accessing arrays

» Stack manipulation (e.g., pop the top word from the operand stack, swap the top operand stack
two words)

» Arithmetic, logical, and conversion instructions

» Control transfer

* Function return

* Manipulating object fields

* Method invocation

* Object creation

* Type casting

When the Java bytecode being interpreted makes a call to interact with ASA databases using the
ASA JVM native method declaration mechanism, the ASA JVM native method declaration
mechanism allows the invocation of Java native methods (non-Java applications and/or libraries) to
pass requests to and receive responses from the ASA DBMS.

It follows, then, that the TCB interface that the ASA JVM presents consists of the runtime classes’
compiled bytecodes. The ASA JVM itself supports the TCB interface by providing a mechanism to
interpret bytecodes and to provide a runtime environment (Javais an interpreted language).

Given there is a one-to-one correspondence between class definitions and corresponding, compiled
bytecodes, the APIs defined by the set of ASA Java runtime classes comprise the external ASA VM
TCB interface. Similarly, the ASA Java native method implementations comprise the internal ASA
JVM TCB interface by providing the interface between ASA JVMs and the rest of the TCB. Figure
4.5 depicts these interfaces graphically.
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Underlying ASA DBM S mechanisms are relied upon to protect database data and underlying
operating system mechanisms are relied upon to protect applications and data under the control of
the operating system from the Java native methods. Java native methods do not make any direct calls
to the underlying operating system. The DBMS s relied upon by the Java native methods to provide
services such as memory management that would otherwise be provided by the underlying operating
system. Specifically, the DBM S isrelied upon to define and implement services that are declared in
what is called the ASA JVM host function table. The ASA JVM host function tableisa C++
structure that defines the functional interface that ASA JVMs use to request services such as
memory management, threads, semaphores, reading class files, and sockets.

Requests made by Java bytecode to access ASA database data are executed with the permissions of
the connection issuing them. Also, because Java classes areinstalled in ASA as datatypes, thereis
no equivaent of the GRANT EXECUTE statement. Thereis no concept of ownership with respect
to Java classes.

It isimportant to note that the networking API (i.e., the 'jJava.net’ package) does not present an
additional set of TCB interfaces. An additional set of TCB interfacesis not presented because all
Java socket-related functionality was disabled in the evaluated configuration by updating the ASA
JVM host function table. Datagram, multicast, and stream sockets are not supported in the evaluated
configuration. The 'jJava.net’ package cannot provide any networking functionality without this
support. The ’java.net’ package is included in the evaluated configuration for ease of packaging.
Modifying socket-related parametersin the ASA JVM host function table effectively disables both
the internal and external socket-related Java TCB interfaces that would otherwise be included in the
evaluated configuration.

4.16.5 ASA JVM TCB Interface Configuration

New ASA databases are Java-enabled by default:® the ASA VM isinstalled along with all of the
Java runtime classes when anew ASA database is created; system tables are also updated with alist
of available classes. Thereis also a mechanism that can be used by DBAs to install additional
classesinto ASA databases.

It isimportant to note that the installation of additional, non-runtime Java classes (i.e., those classes
that are not included in the ’java, 'sun’, ‘com.sybase’, and 'sybase.sql.asa’ packages) into ASA
databases does not invalidate the evaluated configuration. Native methods make the actual requests
to and receive the actual responses from the underlying DBM S (and operating system, through the
DBMS). In other words, native methods are the entitiesin the ASA Java implementation that are
performing the actual security-relevant events. The installation of non-runtime classes does not
invalidate the evaluated configuration. Thisis because ASA only supports the installation of native
methods that are in the set of those relied upon by the set of runtime classes installed as part of the
ASA software. Also, Java classes can only initiate requests to and receive responses from the
underlying DBMS (and operating system, through the DBMYS),

®> Java can be disabled in databases when they are created by specifying the appropriate options/switches
using either the CREATE DATABASE SQL statement or the dbinit.exe command-line database initialization
utility.
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Classes can be installed one at atime or as a set contained in a Java ARchive (JAR) file. DBA
authority isrequired to install classes into ASA databases using Interactive SQL to issue the
INSTALL statement. The steps involved in creating and installing non-runtime Java classes are as
follows:

» Definethe Class or set of Classes. Write Java Code that defines the class or set of Classes.

= Name and Save the Class or set of Classes. Save the codein files with an extension ’java.

» Compilethe Class or set of Classes. The compiler performs compile time checking and converts
source code into class files that contain bytecodes.

» [OPTIONAL] Create aJAR file. JAR files can be created to hold one or more classfiles.

» Install the Class or set of Classes. Only DBA can install classes into the database.

» UsetheClassor set of Classes. User can access the class to create Java objects.

Newly installed Java class definitions are only accessible by connections that are established after
the class or set of classes has been installed. For redefined classes, existing connections refer back to
the class definitions aready in memory. For new classes, a counter mechanism is used to preclude
access to the classes installed after the establishment of the connection. The counter mechanism
works by numbering individual classes asthey areinstalled. When a connection is created, it
remembers the number of the most recently loaded class. When the Connection JVM asks the Peer
JVM to load aclass, if the class number is greater than the number saved in the connection structure,
it will act asif the classisnot found. Thisis because after a class definition has been loaded by an
instance of the ASA JVM, it is held in memory until the associated connection is closed.
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5 TCB Protected Resources
This section describes the users, subjects, and objects controlled by the Server.

5.1 Users

The security relevant attributes of a User are as follows:

e User D,
¢ User Name,
e Password,

e Authorities,

* Group Permission,

*  Group Membership,

» Table Permissions, and
* Procedure Permissions.

The User ID is an integer and the User Name is a string containing a unique name for the User ID.
The DBA uses the User Nameto create a User and ASA automatically assignsaunique User ID asa
primary key. Although users are required to use integrated login and not passwordsin the evaluated
configuration, auser must still be created with a password. It ispossibleto create aUser with a
NULL password, and this prevents anyone from connecting as that User. (For more information on
passwords, see Section 6.1, Identification and Authentication.)

Table permissions and procedure permissions are object permissions that a user has been granted on
database objects. Object permissions are discussed in Section 5.3, Objects.

5.1.1 Authorities

The ASA supports two authorities in the evaluated configuration: DBA and Resource authority.
DBA authority is only granted to trusted administrators and allows the user to manage the security
functionality of the database. When a database isfirst created, the only user name that can loginis
“DBA”. The TFM instructs the DBA to set the minimum password length to six and to change the
password. The DBA can create additional individual DBA accounts by creating new users and
granting them DBA authority. Userswith DBA authority are the only trusted usersin ASA. For
convenience, a user with DBA authority is often referred to as the DBA, athough there may be more
than one user with DBA authority. Resource authority alows a user to create database objects such
as tables, views, stored procedures, and triggers.

There are two other authorities, Remote DBA and Publisher, that are used to support database
replication (which is not part of the evaluated configuration). The TFM warns the DBA not to grant
Remote DBA authority in the evaluated configuration. The Publisher authority serves no purposein
the evaluated configuration, but granting it to users without the Remote DBA authority does not
create a security vulnerability.
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5.1.2 Groups

ASA provides a group mechanism to facilitate the granting and management of object permissions.
A group isimplemented as a User ID that has been granted the GROUP Permission. A Group can
have members. A User ID that has been granted GROUP permission is also known as a Group ID.
Membership in agroup can be granted by either the user with the Group ID or auser with DBA
authority. Users may be granted membership in more than one group, so the user-to-group
membership is many-to-many. A group can aso be amember of agroup. A hierarchy of groups
may be constructed, each inheriting permissions from its parent group.

Permissions are granted to a group in the same way that permissions are granted to individual Users.
When object permissions are granted to a group, al members of the group inherit these permissions.
However, DBA authority, Resource authority and Group permission are not inherited. They must be
granted individually to each individual User requiring them. Also, ownership of database objectsis
associated with asingle User ID and is not inherited by group members. If aGroup ID creates a
table, the Group ID is able to make changes to the table and grant object permissions on the table to
other Users. Other User IDs who are members of the group are not owners of the table and do not
have theserights. A Group ID (or DBA) must explicitly grant itself object permissions on objects
that it ownsin order to grant access to these objects to members of its group.

There are three special groupsin ASA: SYS, PUBLIC, and DBO. All three of these groups have
been created with aNULL password, so that no one can connect to them. The SY S group isthe
owner of the system tables and views for the database. All users are created as members of the
group PUBLIC. The PUBLIC group is amember of the SY S group. DBO isthe owner of many
system stored procedures and catal ogs.

5.1.3 Creating and Deleting Users

Users are creating using the GRANT CONNECT SQL statement. Then an NT account name must
be mapped to the User Name using the GRANT INTEGRATED LOGIN SQL statement. For more
information on integrated login, see Section 6.1, Identification and Authentication. Only the DBA
can create usersin ASA. The GRANT command is used for several purposesin ASA asfollows:

» Tocreate users,

* Todefine an integrated login,

» Togrant DBA and Resource authority,
* To grant group permission,

* Togrant group membership, and

* Togrant object permissions.

The REVOKE statement is used to drop User IDs and revoke authorities and permissions. More

information about granting and revoking object permissionsis provided in Section 6.2, Discretionary
Access Control.
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5.1.4 Data Structures

Information about usersis stored in the SY SUSERPERM system table, as shown in Table 5.1

Table5.1 - SYSUSERPERM System Table

Column Name Column Type Description/Comment

user_id smallint Primary key

user_name char (128)

password binary (36) Stored encrypted

resourceauth char(1) Y/N - Has Resource Authority

dbauth char(1) Y/N - Has DBA Authority

scheduleauth char(1) Not used in evaluated
configuration.

publishauth char(1) Not used in evaluated
configuration

remoteddbaauth char(1) Not used in evaluated
configuration

user_group char(1) Y/N - Has group permission

remarks longvar

Two other system tables store information about users:

» SYSGROUP - stores group memberships, and
* SYSLOGIN - storesinformation for integrated logins.

After auser connects to a database, information is stored about the user in the user structure. The
user structureis alinked list of User Definition Structures. The User Definition Structure contains
the following fields: user ID, user name, authority flags, a pointer to alist of groups, a pointer to a
list of table permissions, and a pointer to alist of procedure permissions.

5.2 Subjects

The subject in ASA is aconnection object. A connection object is created at the time that a user
logsin. A subject isdeleted when a user process disconnects from the database or the engine closes
aconnection. The engine closes connections when instructed by a DBA or when shutting down.
When the database receives arequest over the connection, it assigns atask from the task pool to
execute the request. If no task is available, the request is queued. Tasks are not permanently
assigned to connections.

The connection object is represented inside ASA by the connection structure. The connection
structure contains a pointer to the associated user definition that contains the security attributes of
the user. The connection structure al'so contains links to pointers to connection structures for the
session, presentation, and transport layers.

The security relevant attributes of a subject (connection) are:

* UseriD,
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¢ User Name,

» Authentication Flag,

e Authorities,

* Group Permission,

*  Group Membership,

e Table Permissions, and
* Procedure Permissions.

See Section 6.2, Discretionary Access Control for more information about permissions.

5.3 Objects

5.3.1 Named Objects

Named objects contain information and can be shared among database users. The named objectsin
ASA are:

 Tables,

*  Views,

* Procedures, and
* Functions.

Named objects have an owner. An object may be either owned by its creator or created and assigned
ownership by aDBA. Discretionary Access Control is applied to all named objects, and that policy
is described in Section 6.2, Discretionary Access Control.

5.3.1.1 Tables

Tables are made up of rows containing data. Tables are created with the CREATE TABLE
statement and are deleted by the DROP TABLE statement. The permissions that can be granted on a
table are: SELECT, INSERT, UPDATE, DELETE, ALTER and REFERENCES. Columns are
considered part of the table named object. REFERENCES, SELECT, and UPDATE can be granted
for specific columns of atable. Table definitions are stored in the SY STABLE system table, and
column definitions are stored in the SY SCOLUMN system table.

Anindex may be created on a column or columns of atable to improve database performance.
Indexes are created with a CREATE INDEX statement and deleted with a DROP INDEX statement.
In order to create an index, a user must be the owner of the table, have REFERENCES permission,
or have DBA authority. Indexes are considered an attribute of the table named object. Index
definitions are stored in the SY SINDEX system table.

A primary key is acolumn, or set of columns, whose values uniquely identify every row in the table.
A foreign key references a primary key in another table and is used to implement an integrity
constraint. Foreign keys are created with the CREATE TABLE or ALTER TABLE statement. The
ALTER TABLE statement may be used to delete aforeign key. A user may issuean ALTER
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TABLE statement if the user isthe table owner, if the user has ALTER permission on thetable, or if
the user has DBA authority. Information about foreign keysis stored in the SY SFOREIGNKEY and
SYSFKCOL system tables.

A trigger isaset of SQL statements associated with atable that executes automatically when a
specific INSERT, UPDATE, or DELETE statement is executed on the table. Triggers may be used
to enforce areferential integrity policy on adatabase. In addition, triggers alow changes to cascade
through related tables, to aid in enforcing complex column restrictions, or to perform actionsin
response to data modifications. Triggers are created with the CREATE TRIGGER statement. In
order to create atrigger, a user must have resource authority and either be the owner of the table or
have ALTER permission on thetable. Triggers are considered table attributes, and they are protected
by the access controls on the table. Trigger definitions are stored in the SY STRIGGER system
table.

5312 Views

Views are derived tables consisting of rows and columns from base tables and other views.

Views are defined using a SELECT statement. A view may select a subset of columns or rows, or
join data from multiple tables. Views may be used to give users a customized perspective of the data
and/or to enforce a security policy by limiting access to a subset of atable. Views are created with
the CREATE VIEW statement and deleted with the DROP VIEW statement. Permissions that can
be granted on views are: SELECT, INSERT, UPDATE, and DELETE. View definitions are stored in
the SY STABLE system table.

5.3.1.3 Procedures

Procedures are a series of Structured Query Language (SQL ) statements to be executed

asaunit. Procedures may be used to group a set of SQL statements for the convenience of users or
to provide a controlled means of granting access to tables. Procedures are created with the CREATE
PROCEDURE statement and deleted with the DROP PROCEDURE statement. Procedures are
called using a CALL statement. EXECUTE permission can be granted on a procedure. Procedure
definitions and parameters are stored in the SY SPROCEDURE and SY SPROCPARM system tables.

5.3.1.4 Functions

A Function is a procedure that returns avaue. User-defined functions are created with the CREATE
FUNCTION statement and deleted with the DROP FUNCTION statement. ASA User-defined
functions are called in the same way as SQL functions using a SELECT statement. EXECUTE
permission can be granted on a user-defined function. User-defined function definitions and
parameters are also stored in the SY SPROCEDURE and the SY SPROCPARM system tables.

5.3.2 Object Study

The TCB interfaces, variables, and system tables variables were reviewed for potentia objects. The
disposition of the candidate objectsis summarized alphabetically in Table 5.2. The candidate
objects have been categorized as follows:
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Named objects as discussed above.
Attributes of named objects, as discussed above.

Public objects that can be read by any user, but can be written only by a user with DBA authority
or by the system.

TCB internal objectsthat are only accessible to a user with DBA authority.
Objectsthat are local to a subject and cannot be shared.

Not adata container. Although these may appear to be potentia objects from the SQL syntax,
they do not contain data.

Not in the subset of protected objects. These are unprotected objects that can be written by one
untrusted user and read by another. These objects have been reviewed and the lack of protection
has been deemed acceptable at C2. They contain control information, not user data.

Objects that are not part of the evaluated configuration such as objects related to replication.

Table5.2 - Disposition of Candidate Objects

Candidate Object

Disposition

Article Used for data replication. Not in evaluated configuration.

Batch Not a data container.

Column Part of a table

Comment Comments are attributes of named objects or TCB internal objects.

Cursor Local to a subject

Database Can only be modified by a DBA. TCB internal object

Dbspace Part of a database. TCB internal object

Descriptor Allocates space within an application program to store data. Local to
a subject

Domain Attribute of user data type.

File Some administrative functions result in the creation or deletion of
operating system files. These functions can only be performed by a
DBA. TCB internal object

Foreign Key Table attribute

Function Named object

Group TCB internal object

Index Attribute of a table

Java class definitions

Stored as table column data types and only a DBA can install.
Neither a data container nor a TCB internal object.

Java methods
(instance methods)

Stored functions that are local to a subject.

Java methods (class
methods)

Stored functions that are global. Not a data container.

Java objects

Local to a subject.

Java objects
(serialized)

Global: public object
Local and connection-level: local to a subject.
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Java socket objects,
as defined in
‘java.net’

Not supported in the evaluated configuration.6

Local Temporary
Table

Local to a subject

Login

TCB internal object.

Message

Not in subset of protected objects.

Optimizer Statistics

Only DBA can delete statistics. TCB internal object.

Option

Database-wide options: public objects;
User options: not in subset of protected objects.

Procedure Named Object
Property Public objects.
Publication Used for data replication. Not in evaluated configuration.

Remote Type

Used for data replication. Not in evaluated configuration.

Remote User

Used for data replication. Not in evaluated configuration.

Schema Not a data container

Subscription Used for data replication. Not in evaluated configuration.
Table Named Object

Transaction Not a data container

Trigger Attribute of a Table

User TCB Internal Object

User Data Type Not in subset of protected objects

Variables Global: public object

Local and connection-level: local to a subject (cannot be shared);
View Named object
Write File TCB Internal Object

The sections below provide more background information on the candidate objects and the rationale
for their exclusion as named objects.

5.3.2.1 Databases

Databases contain tables that store data. Databases are made up of a collection of files that may
include the database file, dbspace files, a transaction log, atransaction log mirror, and awrite file.
Databases can be created using the CREATE DATABASE SQL statement or the Initialization
utility. Databases can be deleted using the DROP DATABASE SQL statement or the Erase utility.
When a server is started, the -gu command line option can be set to control who has permission to
create adatabase. The TFM instructs the administrator to start the server asan NT service. The
default isthat only a user with DBA authority has permission to create a database. Starting the
server as a service ensures that an untrusted user cannot start the server and change the default.
There are several SQL statements and database utilities that operate on a database and its associated
files. A user must have DBA authority to perform these operations. Databases and their associated
files have been categorized as TCB Interna Objects.

® If this were not the case, Java sockets would be named objects. Table data (including serialized Java
objects) could then be passed between untrusted users in a way that would circumvent access control and
audit policies.

69



O©Coo~NOUGhWN -

27

28
29
30
31
32
33

35
36
37
38
39
40
41
42
43

5.3.2.2 Properties

Properties are system information that is gathered as the server is running and that is primarily used
for performance tuning. Examples of properties are cache hits, disk reads, and packet counts. The
information is not security relevant. There are three levels of properties:

» Server level propertiesthat apply across the server as awhole.
» Database-level properties that apply to each database on the server.
» Connection-level properties that apply to each connection.

The following SQL system functions retrieve properties and return the requested value for the
current connection:

» CONNECTION_PROPERTY,
« DB_PROPERTY, and
* PROPERTY for server properties.

The following system stored procedures al so retrieve properties:

* sa conn_info,

e sa conn_properties,

e sa db info,

* sa db properities, and
* sa _eng_properties.

Properties values are read-only. Property values are set by the system and readable by all users.
Properties are public objects.

5.3.2.3 Options

Options are used to set configuration parameters such asthe DATE_FORMAT or the
WAIT_FOR_COMMIT option. The scope of an option can be either database-wide or user-specific.
Most options can be set for either the PUBLIC user ID or aspecific user ID. |If adatabase optionis
not set for an individual user, the database option for the PUBLIC User ID isused. Options can be
either permanent or temporary. Permanent options persist until they are reset. Temporary options
only last for the duration of the current connection.

Some options can only be set for the PUBLIC user ID. These are database-wide or public options.
Three security-relevant public options are:

» LOGIN_MODE: integrated required in the evaluated configuration.

* MIN_PASSWORD_LENGTH: 6 or greater required in the evaluated configuration.

» AUDITING: on required to enable auditing. Note that the ASA audit mechanism meets the C2
audit requirement that the TCB be able to audit security relevant events. The audit mechanism
can be disabled or enabled by the DBA.
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Options are set with the SET OPTION statement. Users can set database options for their own
connections. Only auser with the DBA authority can set the options for the Public User ID or
another User ID.

Options are retrieved with the GET OPTION statement. There are no permission checks on the GET
OPTION statement. Any user can read the database-wide options or the user-specific options for
any user. Options can also be retrieved using the connection_property system function, as described
in Section 5.3.2.2, Properties. Options are stored in the SY SOPTIONS system table, whichis
publicly readable.

Database-wide options are public objects, because they are set by the DBA and are readable by all
users. An untrusted user can set a user-specific option for himself, that al users can read.
Therefore, user-specific options are not in the subset of protected objects. They contain control
information, not user data

5.3.24 Variables
There are three types of SQL variables:

e Loca variables,
e Connection-level variables, and
e Globda variables.

Loca variables arelocal to a statement. Connection level variables are loca to a connection.
Multiple statements can be executed within a single connection, so both are local to asingle
connection.

All variables are read-only. Local variables and connection-level variables cannot be shared.
Global variables are set by the system and are public objects.

5.3.25 Cursorsand Descriptors

Cursors provide access to a set of rows returned from aquery. A cursor consists of two parts. a
cursor result set and the cursor position. A cursor has a name and may be used to update or modify
rows. Cursorsarelocal to a connection and cannot be shared.

Descriptors are used to allocate data storage in an application program. They arelocal to a
connection and cannot be shared.

5.3.2.6 Comments

Comments are attributes of the following objects. column, foreign key, index, login, procedure,
publication, subscription, table, user, trigger, and view. Tables, views, and procedures are named
objects. Columns, foreign keys, indexes, and triggers are part of atable object. Login and user are
TCB internal objects. Subscription and publication are outside the evaluated configuration, because
replication is not included in the evaluated configuration.
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5.3.2.7 User Data Types

User data types can be created by the CREATE DOMAIN statement and stored in the
SYSUSERTY PE system table. Any user with resource authority can execute the CREATE
DOMAIN statement and all users have accessto the datatype. User datatypes are not in the subset
of protected objects. They are used to store control information, not user data.

5.3.2.8 Messages

There are three message interfaces. The MESSA GE statement displays a message on the server
message window. The CREATE MESSAGE statement creates a message to be used in print
statements and error messages. The DROP MESSAGE statement deletes the message. Only the
owner of the message or auser with DBA authority can drop amessage. The text of the messageis
stored in the SY SMESSAGES system table and is publicly readable. Messages are not in the set of
protected objects. Messages are used to store control information, not user data.”

5.3.29 Java Candidate Objects

Java classes are stored in ASA databases as data types that can be used as the data type of a column
in atable or avariable. Java class instantiations (objects) can be saved asavauein an ASA table
cell. Java objects can be inserted into atable, SQL SELECT statements can be executed against the
fields and methods of the Java objects stored in atable, and Java objects can be retrieved from the
table.

None of the Java candidate objects listed above can be categorized as named objects because they
are either not data containers or they cannot be shared between subjects, the latter due to the
exclusion of Java networking functionality in the evaluated configuration.

5.3.2.10 Replication Objects

SQL Remote and replication have not been included in the evaluated configuration. Therefore, the
following candidate objects are not part of the evaluated configuration:

» Article

* Publication,

* Remotetype,

* Remote user, and
»  Subscription.

" Note that messages were added to ASA to be compatible with ASE, the product evaluated as the Sybase
SQL Server. Messages were deemed to be storage objects protected by labels at Class B1, but not named
objects for ASE and this was acceptable to the TRB.
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6 TCB Exported Security Policies

6.1 Identification and Authentication

ASA has two identification and authentication (1&A) mechanisms: integrated login and standard
(password) login. Users are required to use integrated login in the evaluated configuration. The
standard login mechanism provides protection for users with DBA authority, but is otherwise not
used in the evaluated configuration.

6.1.1 System Tables

ASA uses two tablesto implement I&A: SY SUSERPERM and SY SLOGIN. The SY SUSERPERM
table has one row for each user. Note that the password column is used though integrated login is
required in the evaluated configuration. This table also contains one column for each authority.
Only the DBA and Resource authorities and GROUP permission are used in the evaluated
configuration. See Table 5.1 for adepiction of the SY SUSERPERM table.

For integrated login to be used, the SY SLOGIN system table (Table 6.1) isaso required. Integrated
login relies on mapping NT accounts to ASA user names. It contains only two security-relevant
columns, integrated login_id for the NT username that serves as the table’s primary key and
login_uid, aforeign key that references the column, user_id, in the SY SUSERPERM table.

Table6.1- SYSLOGIN System Table

Column Name Column Type Column Description/Constraints
integrated_login_id | CHAR(128) NT Account. Primary key, NOT NULL.
login_uid UNSIGNED INT | ASA User ID. Foreign key references SYSUSERPERM
user_id, NOT NULL.
remarks LONG, Comment string.
VARCHAR

Like all system tables, SY SUSERPERM and SY SLOGIN are owned by user SY S and cannot be
changed through the data manipul ation statements (INSERT, UPDATE, and DELETE). In addition,
users without DBA authority are not allowed to SELECT from the SY SUSERPERM and
SYSLOGIN system tables.

6.1.2 Login Mode

ASA hasthree login modes: integrated, mixed, and standard. Only integrated login mode is allowed
in the evaluated configuration. The TFM directs the administrator to set the Login Mode option to
“integrated” during ASA installation.

6.1.3 Administration of User Accounts

For ASA, the responsibility of managing user accounts belongsto the DBA. Only the DBA can
create a new database user with the “GRANT CONNECT TO user_name IDENTIFIED BY
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password" SQL statement. The DBA can change an existing user’s password with the same
statement; every user also has the right to change their own password with this statement. Neither
the DBA nor the non-DBA user has to verify their knowledge of the old password before changing
the password with this statement. Only the DBA can del ete a database user with the “REVOKE
CONNECT FROM user_name’ SQL statement.

6.1.4 Integrated Login

A user or client application connects to a database using integrated login by either setting the
INTEGRATED parameter in the list of connection parameters to yes or by specifying neither a User
ID nor apassword in the connection string or connection dialog. If INTEGRATED=yes is specified
in the connection string, an integrated login is attempted. If an attempt to connect to a database is
made without providing auser ID or password, integrated login is attempted. The attempt succeeds
or fails depending on whether the current NT account matches an integrated login mapping in the
SYSLOGIN table. The current NT account is determined using callsto the NT Security Support
Provider Interface (SSPI) as described in Section 3.8, Integrated Login.

6.1.5 Standard Login

Standard Login means supplying a username and password in order to connect. Userswith DBA
authority can always connect using their username and password. The TFM directs DBAs not to do
thisin the evaluated configuration, because integrated login is needed in order to be able to correlate
the NT and ASA audit trails. Since the system does not prevent a user from connecting to aUser ID
with DBA authority using the password, the standard login mechanism is part of the evaluated
configuration and users with DBA authority must protect their passwords.

To establish a connection with the server using standard login, the user must have already logged
into NT. The user must then log into ASA to initiate an ASA session using a client application such
as Interactive SQL (dbisqglc) by supplying his User ID and password. Upon receipt of the User ID
and password, the db_connect function verifies that the User ID corresponds to an entry in the

SY SUSERPERM table. If the entry isfound, the password provided in the login request is hashed
and compared with the hash of the User’s password stored in the SY SUSERPERM table.

6.1.6 Password Management

The TFM requires that ASA be configured to enforce a minimum password length of six characters
in the evaluated configuration. The cardinality of the minimum password space is 256°, which is
over 256 trillion possible passwords. There is no maximum length for passwords. Passwords are
never stored; only the 36-byte hash of the password is stored. Thereisroughly aonein 2°%% chance
of two passwords hashing to the same value.

The password-hashing algorithm creates a binary 36-byte string from arandom key, the User ID,
and the password, and saves this value in the SY SUSERPERM table. (This value will be referred to
as the password hash.) When encrypting a new password, arandom 32-bit key is chosen. (Thisis
done per password, not per database.) The hashing agorithm is such that the original key can be
extracted from the password hash, but the User ID and password cannot be extracted. When
authenticating a user, the key is extracted from the password hash, combined with the User ID and
password, and then hashed into a 36-byte string. This 36-byte string is compared with the password
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hash. If they match, the user is successfully authenticated. The random number isincluded in the
hash to reduce the risk from dictionary attacks. Users cannot compare password hashesin different
databases to guess matching passwords.

6.2 Discretionary Access Control Policy

The DAC mechanism allows the user to control access to named objects. The DAC mechanism
includes GRANT and REVOKE statements and rules about group permissions. Object permissions
allow an authorized user to create and control access to the Named Objects:

 Tables,
 Views,

* Procedures, and
* Functions.

This section describes permissions on tables, view, procedures, and functions. A user who creates
an object isthe owner of the object. The owner of the object or DBA can grant permissions using
the GRANT command.

6.2.1 Authorities

There are two authoritiesin ASA: DBA and Resource. A user with DBA authority is exempt from
Discretionary Access Control. Thisisthe only type of trusted administrator within ASA. When a
database is created, ASA creates asingle usable user ID: DBA with DBA authority. However, the
trusted administrator should use this account to create individual user accounts for each individual
who should have DBA authority, so that there isindividua accountability. The DBA can create
database objects and assign ownership of the objects to other users. Only DBA can grant Resource
authority. Resource authority is the permission to create database objects such as tables, views,
stored procedures and triggers.

6.2.2 Tables

Any user with Resource authority can create atable. The permissions that can be granted on tables
are asfollows:

» SELECT: The SELECT permission alows usersto read datafrom atable or a subset of atable,
i.e., aset of columns. A user who has been granted the SELECT permission can execute the
SELECT statement.

* INSERT: The INSERT permission allows auser to insert rowsinto atable. A user who has been
granted the INSERT permission can execute the INSERT statement.

» UPDATE: The UPDATE permission allows a user to update arow in atable. UPDATE may be
granted on awhole table or a subset of the table, i.e., aset of columns. A user who has been
granted the UPDATE permission can execute the UPDATE statement. If the UPDATE
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statement has a WHERE clause, the SELECT permission is also required in addition to the
UPDATE permission.

» DELETE: The DELETE permission allows a user to delete rows from atable. A user who has
been granted the DELETE permission can execute the DELETE statement.

* ALTER: The ALTER permission allows a user to alter table structure and create triggerson a
table. A user who has been granted the ALTER permission can execute the following SQL
statements:

* ALTERTABLE,

* ALTER TRIGGER,

» CREATE TRIGGER,
» DROP TRIGGER, and
* TRUNCATE TABLE.

» REFERENCES. The REFERENCES permission alows a user to create indexes on atable and
to create foreign keys that reference the table. A user who has been granted the REFERENCES
permission can execute the following SQL statements:

* CREATEINDEX, and
« DROPINDEX

6.2.3 Triggers

Triggers are considered table attributes and they are protected by the access controls on the table.

In order to create atrigger, a user must have resource authority and either be the owner of the table
or have ALTER permission on the table. When atrigger fires, it executes with the permissions of the
owner of the table on which the trigger is defined. For example, if thereisa DELETE trigger on
Table A owned by user A and the trigger does a DELETE operation on Table B owned by User B,
User A must have been granted DELETE permission on Table B.

A trigger on one table can fire atrigger on another table. For example, an INSERT operation in
Table A can fire an INSERT trigger that resultsin an insert in Table B. Then the INSERT operation
in Table B can firean INSERT trigger that resultsin an INSERT in Table C. Finally, the INSERT
in Table C can firean INSERT trigger that resultsin an INSERT in Table D. Assuming Table A is
owned by User A, Table B isowned by User B, Table C isowned by User C, and Table D is owned
by User D, in order for the above scenario to work, User A must have been granted INSERT
permission on Table B, User B must have been granted INSERT permission on Table C, and User C
must have been granted INSERT permission on Table D.

Theoriginal INSERT and the resulting triggers are an atomic operation. Either the original INSERT

and all the resulting triggers will succeed or none of them will. The whole operation will be rolled
back. That iswhy triggers can be used to enforce integrity contraints. In the example above, if
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INSERT permission on Table D were revoked from User C, the whole operation would be rolled
back including the original INSERT into Table A.

6.2.4 Views

A user can create aview on atable if the user has SELECT permission on the base table(s). The
permissions that can be granted on views are as follows: SELECT, INSERT, UPDATE and DELETE.
The permissions on views behave similarly to the permissions on tables. The owner of aview can
grant accessto aview if the owner of the view has been granted the access with the GRANT option
by the owner of the base table. Views are virtual objects. An update on aview resultsin the
underlying base tables being updated.

6.2.5 Procedures and Functions

The only permission on procedures and functionsis EXECUTE. A procedure executes with the
permissions of its owner, not the calling user. If aprocedure selects from Table A, the owner of the
procedure must have SELECT permission on Table A. It isnot necessary for the caller of the
procedure to have SELECT permission on Table A. In thisway, procedures can be used to limit a
user’s access to atable to certain pre-defined operations. DAC checks are performed when the
procedure is compiled.

Safeguards have been implemented to ensure that the permission checks are current when a
procedure is executed. First, whenever a GRANT or REVOKE is executed, al the permission lists
associated with connection structures are cleared and recreated. The developer felt this was more
efficient than attempting to insert or delete entriesin the existing permission lists. Since grants and
revokes are relatively rare events in a production environment, they feel the impact on performance
isminimal. Second, an option has been implemented to require that procedures be recompiled when
agrant or revoke is executed. Thisis necessary since permissions on objects accessed by the
procedure are checked when the procedure is compiled. If aprocedure owner’s permission is
revoked from atable, a user connecting after the revoke is executed should not be able to
successfully execute the procedure.

A procedure is dways executed with the permissions and authorities of its owner, irregardless of the
permissions and authorities of the caller. Even if auser with DBA authority executes a procedure
created by a user without DBA authority, the procedure will not execute with DBA authority. ASA
maintains a stack of procedure calls to support nested procedure calls.

The access control policy for ASA isto control EXECUTE access on procedures and functions.
EXECUTE permission iswhat allows a procedure to access data stored in user-defined tables. By
default, procedure and function definitions stored in the SY SPROCEDURE system table are
publicly accessible. The user data being protected is the data being accessed by the set of SQL
statements, not the definition of the procedure itself.

6.2.6 Group Permissions

A group isauser ID granted the permission by DBA to have members. A group can aso bea
member of the group. Membership in a group can be granted by the DBA or by the group user ID.
Any user ID can be amember of different groups. Permissions to the groups can be assigned in the
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same way as individual users. These permissions can be inherited by members of the group
including any other groups and their members. The DBA, Resource and GROUP permissions are
not inherited by group members. The group members do not inherit the ownership of the database
object associated with auser ID. Only granted permissions can be inherited by the group members.

6.2.7 Grant and Revoke Statements

The GRANT statement is used to grant database permissionsto individual user IDs and groups. The
GRANT statement is also used to create and del ete users and groups.

* GRANT CONNECT alows aDBA to create a new user.

* GRANT DBA givesauser DBA authority.

*  GRANT RESOURCE dlows the user to create tables and views.

*  GRANT GROUP alowsthe user to have group members.

* GRANT MEMBERSHIP IN GROUP allows the users to inherit table permissions from a group.

»  GRANT SELECT, INSERT, UPDATE, or DELETE grants the specified permission on atable
or view.

» GRANT ALTER or REFERENCES grants the specified permission on atable.

* GRANT ALL statement grants all the permissions on atable or view.

* GRANT WITH GRANT OPTION allows the named user ID to grant the same permissions to
other users.

* GRANT EXECUTE ON can be used by DBA or owner of the procedure to grant execute
permission to other users.

* GRANT INTEGRATED LOGIN TO alowsthe DBA to create an explicit integrated mapping
between Windows NT user ID and existing database user ID.

The REVOKE statement is used to revoke permissions that were given using the GRANT statement.
The permissions that can be revoked using REVOKE command are user permissions, table
permissions and execute permissions on procedures. Except for the DBA, users can REVOKE only
those permissions that they granted.

* REVOKE CONNECT isused to remove auser ID from a database.

 REVOKE GROUP will revoke group membership from all members of the group.

* REVOKE aso alowsthe DBA or grantor of the permission to revoke SELECT, INSERT,
UPDATE, DELETE, ALTER and REFERENCES permissions on the table from other users.

* REVOKE ALL statement revokes al the above permissions.

» REVOKE EXECUTE ON revokes execute permission on the procedure from the user.

Grants of DBA authority, Resource Authority, and GROUP permission take effect the next time that
the user connects. DBA authority, Resource Authority, and GROUP permission cannot be revoked
while auser is connected. If it isnecessary to revoke these authorities or permissions immediately, a
DBA can forcibly disconnect the user and then revoke the authority or permission. The revoke takes
effect the next time the user connects.
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Grant of table and view permissions, SELECT, INSERT, UPDATE, DELETE, ALTER and
REFERENCES, take effect the next time that the user connects. Table and view permissions cannot
be revoked from a user while the user is connected. If it is necessary to revoke these permissions
immediately, a DBA can forcibly disconnect the user and then revoke the permission. The revoke
takes effect the next time the user connects.

Grant of the EXECUTE permission on a procedure or function takes effect on the next statement.
EXECUTE permission can be revoked while the user is connected. The revoke takes effect on the
next statement.

Grants on tables and columns are independent. If auser is granted accessto atable and a column
within the table and revoked access on the table, the user will still have access to the column due to
the Grant on the column. Similarly, permissions on all the columns but one in atable cannot be
granted by granting the permission on the table and then revoking the permission on the one column.
The permissions must be granted on the desired columns directly.

6.2.8 Changing Ownership on Nested Objects

Views and procedures can access underlying objects that are owned by different users. For example,
if usera, userb, userc, and userd were four different users, userd.viewd could be based on
userc.viewc, which could be based on userb.viewb, which could be based on useratablea. Similarly
for procedures, userd.procd could call userc.procc, which could call userb.procb, which could insert
into usera.tablea.

The following DAC rules apply to nested views and tables:

In order to create aview, the user must have SELECT permission on all of the base objects (i.e.,
tables and views) in the view declaration.

* Inorder to access aview, the view owner must have been granted the appropriate permission on
the underlying tables or views with the GRANT OPTION and the user must have been granted
the appropriate permission on the view.

» Updating with aWHERE clause requires both SELECT and UPDATE permission.

» If auser ownsthe tablesin aview definition, the user can access the tables through aview, even
it the user is not the owner of the view and has not been granted access on the view.

The following DAC rules apply to nested procedures:

* A user does not require any permissions on the underlying objects (i.e., tables, views or
procedures) in order to create a procedure.

* Inorder for aprocedure to execute, the owner of the procedure needs the appropriate
permissions on the objects referenced by the procedure.
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» Evenif auser owns al the tables referenced by a procedure, the user will not be able to execute
the procedure to access the tables, unless the user has been granted EXECUTE permission on the
procedure.

6.2.9 Permission-Related System Tables

The system tables related to discretionary access control are shown in Table 6.2.

Table 6.2 - System Tables Related to Per missions

System Table Description

SYSCOLPERM Contains columns with UPDATE permission

SYSGROUP Describes many-to-many relationship between groups and members

SYSPROCPERM Describes many-to-many relationship between procedures and users
who have permission to call these procedures

SYSTABLEPERM Contains permissions given by one user to other users using GRANT
command

SYSUSERPERM Contains description of user IDs such as user group, password, user
name, authorities such as DBA authority

SYSDUMMY This Dummy table can be used to find the current user ID

6.2.10 Implementation

A user structure has pointers to two lists: one for table and view permissions and the other for
procedure and function permissions, which store the permissions that have been granted to the user.
When apermission is granted or revoked to a user, the permission lists stored in memory are cleared
and recreated from the system tables. (See Section 4.14 Query Processing.)

DAC checks are performed when a SQL statement is parsed.

6.3 Audit

The audit mechanism provided by ASA isindependent of the NT audit mechanism. ASA generates
two audit logs. The primary ASA audit log isthe ASA transaction log file called <dbname>.log.
Audit records generated while the engine is running are stored in the ASA transaction log. Audit
records generated by database utilities that can execute when the engine is not running are stored in
a separate database utility audit log file called <dbname>.ag.

This section addresses the following topics:

e Auditable Events,

e Audit Records,

e Audit Log Generation,

* Protection of Audit Data,
* Audit Log Management,
* Audit Reduction,

80



=

w N

Audit Correlation, and
Audit Data Loss.

6.3.1 Auditable Events
The following activities are auditable:

All successful and failed attempts to actions that require DBA access (such as creating users and
setting public options)

Any other information required to audit DBA actions

All successful logins and failed login attempts

All successful and failed DDL and DML statements

All permissions checks

Thetypes of auditable eventsin ASA are asfollows:

AUDIT_ENABLE_AUDITING - Auditing has been enabled or disabled.

AUDIT_SET _PUB_OPTION - A public option has been set.

AUDIT_OP_ATTEMPT - A DDL operation is being attempted.

AUDIT_OP_SUCCESS - The previous DDL operation for this connection has finished (success
or fallureisindicated).

AUDIT_PERM_CHECK - A permission check has been done (includes DBA/Resource
authority, as well as object/column permissions).

AUDIT_USER CHECK - A user check has been done to determine ownership of objects (i.e. is
current user the same as user X).

AUDIT_CONNECTION - A connection attempt has occurred.

AUDIT_SETUSER - A setuser command has been attempted.

AUDIT_TRIGGER - A trigger hasfired, or has finished executing.

AUDIT_STRING — An arbitrary string isinserted into the audit trail by use of the
sa_audit_string stored procedure. Execution of this stored procedure requires DBA authority.

When a user connects to the database, the connection is audited. The audit record for this
connection includes the user identifier, a connection identifier, the byte offset of the record in the
transaction log, and the date and time of the connection. The connection identifier isused in al
subsequent audit records for this connection. Only the connection record has the user identifier.
Disconnects are not logged.

The SQL statements for which transaction log entries are made include the following:

SELECT, INSERT, UPDATE, and DELETE;

ALTER DATABASE | DBSPACE | PROCEDURE | SERVER | TABLE | TRIGGER | VIEW |
WRITEFILE;

CHECKPOINT;

COMMENT ON;
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» CREATE COMPRESSED DATABASE | DATABASE | DBSPACE | EXPANDED
DATABASE | EXTERNAL LOGIN | INDEX | MESSAGE | PROCEDURE | SCHEMA |
SERVER | TABLE | TEMP TABLE | TRIGGER | TYPE | VIEW | WRITEFILE;

« DROP CONNECTION | DATABASE | DBSPACE | EXTERNAL LOGIN | INDEX |
MESSAGE | OPTIMIZER STATISTICS | PROCEDURE | SERVER | TABLE | TRIGGER |
VIEW,

* GRANT;

* INSTALL JAVA;

+ REMOVEJAVA;and

« REVOKE.

Three database utilities perform actions that must be audited, but they do not necessarily
communicate with arunning database engine. Therefore, they cannot depend on the engine to audit
their actions. These three database utilities, dblog, dbwrite, and dbtran, check the database or
transaction log on invocation to seeif auditing is enabled. If so, these utilities audit their invocation
by writing to the database utility audit log file.

6.3.1.1 Audit of Permission Checks

There are severa types of permission checks that are audited. Listed below in Table 6.3 are the
different types, along with the information that is audited for each one.

Table 6.3 — Audit of Permission Checks

Permission check Examples Information audited

User authority Does user have "resource" authority? Authority

Permission on object Does user have SELECT permission on Perm type, object name
table T?

Permission on column of table | Does user have SELECT permission on Perm type, table, column
column c of table T?

Valid permission types are: SELECT, UPDATE, INSERT, DELETE, ALTER, REFERENCES
EXECUTE, GRANT SELECT, GRANT UPDATE, GRANT INSERT, GRANT DELETE, GRANT
ALTER, GRANT REFERENCES

Permissions checks are made before the operation requiring the check is performed. Therefore, in
some cases, permission checks may be made and audited for an operation that is then not
performed.

6.3.1.2 Audit of Triggers

In general, audit records are associated with the user connection. In the case of triggers, audit
records will be generated at the start and end of atrigger so that the DBA can easily determine
whether or not an operation was performed by atrigger.

In the example below User C insertsarow into Table T2 which causes an Insert trigger to fire. The
trigger on Table T2 insertsinto Table T1. The audit trail would be as follows:

User C logs on - connection X
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Connecti on
Connecti on
Connecti on
Connecti on
Connecti on
Connecti on
Connecti on
Connecti on
Connecti on
Connecti on

Attenpting insert into dbo. T2

Checking insert perm ssion on dbo. T2 - K
Insert into dbo. T2

Firing trigger t2trig on table dbo. T2
Attenpting to insert into userc.Tl

Checking insert perm ssion on userc. Tl - K
Insert into userc.T1l

Operation succeeded

Trigger t2trig finished.

Oper ati on succeeded

The table owner can be determined by examining the SQL statement that caused the trigger to fire.
The SQL statement for the same connection immediately preceding the “Firing trigger” record will
be an INSERT, UPDATE, or DELETE. Thetable name will bein the format “owner.table”.

6.3.1.3 Audit of Stored Procedures

A DAC check is performed when a procedure is executed and this check is auditable. It generates
an AUDIT_PERM_CHECK record as defined in Table 6.5 below. The permission typeis
EXECUTE. The owner of the stored procedure is identified by the object name in the audit record.
In the case of nested procedures, the owner of the calling procedure is not explicitly identified,
although it could be determined by examining the previous permission check records for the
connection.

6.3.2 Audit Records
Information recorded for each auditable event includes:

» user (except for failed login attempts)

» terminal ID or machine ID (for login attempts only)

« date and time of event, with resolution down to at least 1/100™" second
»  Sequence number of the audit record within the event

» Succesdfalure

Not all of thisinformation may be in one audit record, but it is found in the collection of audit
records for the connection. For example, only the connection audit record contains the user
identifier. The connection identifier tiestogether all of the records for that user for that connection.

Object names are qualified by the owner. The format is owner.object name. For example, table T1
owned by user SY Sisidentified in the audit record as SYS.T1.

The audit record contains a fixed portion containing date/time, audit type, and other information in
the format shown in Table 6.4 below. The remainder of the record varies depending on the audit
type as shown in Table 6.5 below.

Table6.4 —Format of Audit Records - Fixed

Type Format
transaction redo header 1 byte
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connection identifier

3 bytes

date / time

11 bytes
2 bytes - year (e.g. 1998)
1 byte - month (1-12)
1 byte - day (1-31)
1 byte - hour (0-23)
1 byte - minute (0-59)
1 byte - second (0-59)
4 bytes — microsecond (0-999999)

Audit type

1 byte

2 Table 6.5 - Format of Audit Records— Variable by Type

Type

Format

AUDIT_ENABLE_AUDITING

1 byte - 1 (auditing enabled) or 0 (auditing disabled)

AUDIT_SET_PUB_OPTION

2 bytes - length of following string (n)
n bytes - option name

AUDIT_OP_ATTEMPT

2 bytes - length of following string (n)
n bytes - SQL of attempted operation

AUDIT_OP_SUCCESS

1 byte - 1 (operation succeeded) or O (operation failed)

AUDIT_PERM_CHECK

1 byte - 1 (success) or O (failure)

2 bytes - length of following string (n)

n bytes - permission type (e.g. SELECT, UPDATE, EXECUTE,
etc.)

2 bytes - length of following string (n)

n bytes - object (table, view, procedure, etc.) name

2 bytes - length of following string (n)

n bytes - column name, if applicable

AUDIT_USER_CHECK

1 byte - 1 (success) or O (failure)
2 bytes - length of following string (n)
n bytes - user name

AUDIT_CONNECTION

1 byte - 1 (success) or O (failure)

2 bytes - length of following string (n)

n bytes - user name (if connection succeeded)
2 bytes - length of following string (n)

n bytes - machine ID

AUDIT_SETUSER

2 bytes - length of following string (n)
n bytes - user name

AUDIT_TRIGGER

2 bytes — length of following string (n)
n bytes — name of trigger
3 bytes — “fired” or “finished”

AUDIT_STRING

2 bytes — length of following string (n)
n bytes — variable text string

3
4

5 Theformat for recordsin the database utility audit log isasingle line as shown in Table 6.6.
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Table 6.6 - Format of Database Utility Audit L og Records
|Date | Time |ASA UserlD | NT User Name | ASA DB Utility |

6.3.3 Audit Log Generation

Auditing is turned on and off by using the auditing public option. Public options are set using the
SET OPTION statement, which requires DBA authority. When the auditing option ison, all
auditable events are audited.

Audit records are created and stored in alog page in the cache. When this pageisfull or when a
COMMIT or CHECKPOINT occurs, the page is written to the log file on disk.

Thereis no limit on the size of audit log files. Audit log files grow until thefileistruncated or
deleted or disk spacerunsout. If the disk fills up while executing a command that would generate
arecord to the transaction log file, a“Disk Full” message is generated and the transaction isrolled
back. No more commands that generate audit records can be executed against the database, when
the transaction log isfull. Similarly, if the disk becomes full while executing a database utility that
writes to the database utility audit log (*.alg file), the utility will fail. 1n order to continue, files must
be deleted or the audit log truncated to free up disk space.

6.3.4 Protection of Audit Data

Audit records are stored in transaction log files called <dbname>.log and the database utility audit
logs called <dbname>.alg. These audit log files are stored in the same directory as the database file
called <dbname>.db. Thisdirectory is protected by NT DAC and is only accessible by user Sybase,
the NT Administrator, and the system.

When passwords are created and updated through the GRANT CONNECT SQL statement, they are
stored in the transaction log in encrypted format.

6.3.5 Audit Log Management

The transaction log file can be truncated, purged or backed up using the dblog or dbbackup utilities
asthe Sybase user. The TFM directs the administrator to back up the transaction log file, before
truncating it. Truncation of the audit log results in an audit record of the truncation being stored as
the first record in the new audit log.

The database utility audit log (*.alg) fileisin ASCII format. It can be truncated by deleting records
with atext editor such as Notepad. Truncation of audit records in the *.alg file can be audited using
the NT audit mechanism to audit file access to the *.alg file.

6.3.6 Audit Reduction

The transaction log contains all changes to the database in the order that they occur as well as audit
records. Inserts, updates, deletes, commits, rollbacks, and database schema changes are therefore all
available as part of the SQL script for recovery. The transaction log is not human-readable. The
Log Trangdlation utility (dbtran) with the —g switch can be used to display audit records. To
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generate audit events for asingle user, the dbtran -u switchisused. The connection ID relates dll
the records for asingle user in the transaction log.

The dbtran utility was designed to create a SQL script from the transaction log file. This SQL
script can be used to recover the database if a catastrophic failure occurs. The audit records are
written to the transaction log as comments so that they will not be used in the recovery script. In
addition, use of the —g switch aters the order in which the contents of the transaction log are
presented. The recovery script is presented in “commit order”, while the audit trail is presented in
the order in which it was written to the log. Because the audit trail output cannot be used for
recovery, the audit trail is presented with all entries (both SQL script and audit records) marked as
comments when the —g switch is used.

The database utility audit log file (*.alg) isin ASCII format. Notepad can be used to view the audit
log. The grep utility can be used to retrieve al the records for a single user, since each audit record
isasingleline.

6.3.7 Audit Correlation

Integrated login isrequired in order to be able to correlate records in the NT operating system
security log with the ASA DBMS audit logs. Integrated |ogin implements a one-to-one mapping
between each ASA User ID and aWindows NT account. Thisinformation is stored in the
SYSLOGIN system table, which can be read by a user with DBA authority. The NT account name
isstored inthe NT audit records. The ASA User ID isstored inthe AUDIT_CONNECTION record
along with the connection ID in the ASA transaction log. All subsequent audit records for the same
user have the same Connection ID and can be related to the AUDIT_CONNECTION record. All of
the records in the database utilities audit log (*.alg file) have the ASA User ID and the NT account
name. Audit recordsin all threelocations, the NT security log, the ASA transaction log, and the
ASA database utility audit log, have time stamps.

In order to correlate records from more than one database, the audit logs from each database must be
correlated with the NT audit log and then the resulting files merged.

6.3.8 Audit Data Loss

Some audit records can be lost before being written to permanent storage in case of failure of the
ASA server or OS. The potential lossis equal to the size of the page in the cache. The sizeis
dependent on how the database is created and may be set between one and 32 KB. The number of
audit records that can be lost depends on the page size and other transaction log information for the
SQL recovery script placed on the page.

In the worst case scenario, the page size is 32K B, the page is amost full when server dies and the
pageisfull of audit records. The pageisfull of audit records when every audit record isfor a
SELECT statement, since any INSERT, UPDATE, DELETE, or DDL statement would be put in the
transaction log. The shortest permission check for aselect isfor DBA authority. The variable audit
record for that check is 11 bytes and 16 bytes for the fixed portion per record. So the maximum
number of audit records that can be lost is 32K / (16+11) or approximately 1200 audit records.
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6.4 Object Reuse

The ASA engine protects objects that are reused so subsequent subjects do not have access to data
that was previously contained in an object.

The only storage object that isvisible at the TCB interfaceisarow. When arow isdeleted, aflagis
set in the row descriptor that marks the row as "deleted", but does not actually delete or overwrite
any data. Row operations will ignore rows marked as deleted, so that no user can see or reference
the data contained within adeleted row. If the transaction that deleted the row is rolled back, the
row is simply marked as "non-deleted" again, and the data becomes viewable again. If the
transaction is committed, the data from any preceding rows is moved down within the page,
overwriting the data from the deleted row. The number of rows on that page and the beginning of
the free space are also updated within the page headers.

In addition to rows, ASA enforces object reuse on many of itsinternal storage objects as described
below.

When pages are allocated, they are not zeroed. However, each page contains header information,
which isinitialized such that the length of the data within the pageis set to 0. The engine code uses
the length field of the page header to determine how much of the data within the pageis usable, and
data beyond this length is never referenced. These mechanisms ensure that any data that may
aready bein the page when it is allocated is not accessible. Thisisalso true for streams buffers.

Most internal structures and objects, including those for containing table, view, procedure, and
variable information, are C++ objects that inherit from a class called ZeroedHeapObject. This class
overrides the standard new and del ete operators, so that whenever objects that inherit from this class
are created, they use an internal function called DV_Alloc to alocate the memory from the cache,
and then the memory is zeroed. When these objects are deleted, the DV_Free function is called to
return the memory to the cache. Memory is not zeroed on deletion.
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7 Assurances

This section describes how ASA 7.0.0 with C2 Update satisfies the C2 System Architecture and
Security Testing requirements.

7.1 System Architecture

This section discusses the mechanisms used by ASA to protect itself from unauthorized
modification. It also describes mechanisms used by the TCB to ensure that information for one user
is not passed to another user.

7.1.1 TCB Self-Protection

The composite TCB is composed the ASA and NT TCB subsets. ASA isinstalled asan NT service
in the evaluated configuration. ASA runs under an NT account called "Sybase." The Sybase NT
account must be granted the "Logon as a service" user right. This user right is checked when the
ASA serviceis started up.

The ASA subset runsin user mode. The NT kernel runsin kernel mode so that ASA cannot tamper
with the NT kernel when it is executing. Both the NT and the ASA subsetsrely on the NT process
isolation mechanism. ASA executing in user mode is protected by NT DAC mechanisms from other
user mode processes.

ASA relieson the NT DAC mechanisms to protect its executable and database files. Permissions on
the directory containing executable files are set to Full Accessfor the Sybase user and the NT
administrator only. Untrusted users have read access. Database files, which include both TCB data
and user data are stored in a protected directory. The permissions on this directory are set so that
only the Sybase user, the NT administrator, and the SY STEM have access. Untrusted users can only
access TCB and user data through ASA; they have no access to ASA data through the operating
system or other applications.

ASA storesits TCB datain protected system tables. The system tables are owned by the database
user, DBO. DBO hasaNULL password, and therefore, users cannot connect to the database as
DBO. System tables cannot be modified by INSERT, UPDATE, or DELETE SQL statements. Each
root database file contains a copy of the system tables. System tables are stored in database files that
are protected by NT DAC, as stated above. The connection between a client application such as
Interactive SQL and ASA is made through NT named pipes.

ASA controls access to the following named objects: tables, views, procedures, and functions. ASA
isolates the resources to be protected so that they are subject to access control and auditing. Thisis
done by ensuring the ASA resources can be accessed only through ASA application programming
interfaces (APIs). These interfaces, including the Java API, allow SQL statements to be passed from
the client to ASA. When SQL statements are parsed, ASA checks the client connection’s user
authorities and permissions before executing the statements. If the client connection does not pass
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these checks, audit records are generated that indicate that the lack of an authority or permission
prevented the requested access to the object.

ASA relies on the self-protection mechanisms of its ASA Java Virtual Machine (JVM)
implementation to protect the TCB from Java applications. ASA JVMs protect themselves and offer
additional protections from Java applications by implementing what is called a sandbox security
model. The sandbox model limits certain actions that Java applications can perform (e.g., reading
and writing to the local disk). ASA JVM sandboxes are maintained by a collection of components
within the virtual machine, including the mechanism that loads classes, the mechanism that verifies
classfile formats, runtime mechanisms that control access to memory, and mechanisms that control
access to outside of the ASA JVM. More details about the ASA JVM sandbox implementation can
be found in Section 4.16.3, ASA JVM Self-Protection.

7.1.2 Task Isolation

ASA executes al requests on behalf of client connections, including requests that originate from the
Java API. When a connection becomes active, the connection goes on a queue of connections that
need servicing. If the Java API isinvoked after a connection has been established, a new instance of
the ASA Java Virtual Machine (JVM) isloaded into its own separate heap to maintain separate
domains for each client connection. A request processing task sitsin aloop selecting a connection
that needs servicing and handling all of its pending requests. The request processing task hasits own
task stack. This stack is alocated by NT when the task is created by ASA and is protected by NT as
part of the ASA process. When arequest is received, it is placed in the request queue. When a
request becomes active, atask descriptor is placed on afree request task stack. When the request
servicing thread is ready to process the request, it takes the task descriptor off the stack and executes
on behalf of thetask. The task stack is used for any task-specific memory required to process the
task.

7.2 Testing

7.2.1 Security Test Documentation

Sybase has devel oped security test documentation for its C2 evaluation in accordance with the
Process Action Team (PAT) Guidance Working Group (PGWG) Form and Content of Vendor Test
Documentation document. The ASA Test Documentation consists of the following documents:

» Adaptive Server Anywhere C2 Test Plan. The C2 Test Plan identifies al of the security relevant
TCB interfaces and contains tests assertions for the security functionality at each TCB interface.

» Adaptive Server Anywhere C2 Test Matrices. The C2 Test Matrices map the test assertions to
the applicable test suites.

» Adaptive Server Anywhere C2 Test Procedures. The C2 Test Procedures provide instructions on
setting up the test environment, executing the Sybase ASA test suites, and interpreting the
results.
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» Adaptive Server Anywhere C2 Test Procedures [ Integrated Login]. The C2 Test Procedures
provide instructions on setting up the test environment, executing the Sybase ASA test suites,
and interpreting the results for the integrated login tests.

» DBTEST Documentation. The DBTEST Documentation describes Sybase’s automated test tools.

e Test suites and results.

7.2.2 ASA Test Suites
The Sybase security tests for ASA consisted of five test suites asfollows:

» SQL: Tests SQL interfaces for Identification and Authentication, Discretionary Access Control,
and Object Reuse.

» Java Tests Javainterfaces for Identification and Authentication, Discretionary Access Control,
and System Architecture

« DB Tools: Tests database utilitiesthat are executed from the command line for Identification
and Authentication, and Discretionary Access Control.

» Application Programming Interfaces. Teststhe DBLIB, ESQL, and NT 4.0 named pipes
interfaces for Identification and Authentication, Discretionary Access Control, and System
Architecture

e Audit; Testsdl interfaces for audit.

These test suites were executed twice: once for the stand-alone engine and once for the network
server, both of which were evaluated.

7.2.3 Evaluation Team Security Testing

The evaluation team conducted security testing of ASA at Sybase’s facility in Waterloo, Ontario.
The evaluation team installed Windows NT 4.0 and ASA 7.0.0 with C2 Update in their evaluated
configurations. They then ran Sybase’s security test suites and checked the actual results against the
expected results. In addition, the evaluation team executed team tests documented in the Team Test
Plan.

ASA successfully passed security testing without requiring any changesto its code. However,
changes were required in the following areas:

» Integrated login isrequired in the evaluated configuration in order to meet the TDI audit
correlation requirement.
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db_delete file cannot be used in the evaluated configuration since the name of the deleted fileis
not included in the audit record that is generated when db_delete fileis executed.

Changes to the test documentation and test suites.

Severa updates to the Trusted Facility Manual.

Minor updates to the Security Features Users Guide.

Minor updates to the design documentation.
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8 Evaluation as a C2 Product

This chapter describes how the TCSEC requirements and the TDI interpretations are satisfied by
Adaptive Server Anywhere 7.0.0 with C2 Update executing on Microsoft Windows NT 4.0 in NT’s
evaluated configuration. The rating earned by Sybase will be associated with the composite TCB
comprising ASA and Windows NT. Consequently, requirements are considered from the
perspective of the composite TCB. As described throughout this report, the ASA depends heavily
on the operating system’s security mechanisms to enforce its portion of the composite security
policy; therefore, explanation of how some requirements are met liesin how the evaluated OS meets
requirements. This chapter does not address the details of how the evaluated OS meets TCSEC
requirements, but addresses the OS functions that ASA relies on to enforce its portion of the policy.
For details concerning the OS design and implementation, see the Microsoft Windows NT 4.0 Final
Evaluation Report (FER).

8.1 Discretionary Access Control
Requirement

TCSEC:

The TCB shall define and control access between named users and named objects (e.g., files and
programs) in the ADP system. The enforcement mechanism (e.g., self/group/public controls, access
control lists) shall allow usersto specify and control sharing of those objects by named individuals,
or defined groups of individuals, or by both, and shall provide controls to limit propagation of access
rights. The discretionary access control mechanism shall, either by explicit user action or by default,
provide that objects are protected from unauthorized access. These access controls shall be capable
of including or excluding access to the granularity of asingle user. Access permission to an object
by users not already possessing access permission shall only be assigned by authorized users.

TDI:

The discretionary access control requirements apply as stated in the TCSEC to every TCB subset
whose policy includes discretionary access control of its subjectsto its objects. Any TCB subset
whose policy does not include such discretionary access control is exempt from this requirement.®

Applicable Features

ASA enforces aDiscretionary Access Control (DAC) policy that controls access between named
users and named objects: tables, views, procedures, and functions. Object owners may grant
permissions to individual users, or groups with the grant statement. Permissions may be granted
with or without the grant option, which alows the grantee to propagate the permission to other users.

8 Note that any evaluation by parts requires that at least one TCB subset in the TCB enforce a discretionary
access control policy, and thus satisfy this requirement.
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Permissions may be removed with the revoke statement. WWhen objects are created, the default access
isowner only access. Permissions may be granted to or revoked from asingle user. ASA ensures
that only object owners and users who have been granted a permission with the grant option are
allowed to grant the permission to other users.

Conclusion

ASA satisfies the C2 Discretionary Access Control requirement.
8.2 Object Reuse
Requirement

TCSEC:

All authorizations to the information contained within a storage object shall be revoked prior to
initial assignment, allocation or reallocation to a subject from the TCB’s pool of unused storage
objects. No information, including encrypted representations of information, produced by a prior
subject’s actionsis to be available to any subject that obtains access to an object that has been
released back to the system.

TDI:

This requirement applies as stated in the TCSEC to every TCB subset in the TCB.

Applicable Features

The ASA engine protects storage objects so information produced by a prior subject’s actionsis not
available to subsequent subjects. The only storage object that isvisible at the TCB interfaceisa
row. When arow isdeleted, aflag is set in the row descriptor that marks the row as "deleted"”, but
does not actually delete or overwrite any data. Row operations will ignore rows marked as del eted,
so that no user can see or reference the data contained within adeleted row. If the transaction that
deleted the row isrolled back, the row is ssmply marked as "non-deleted" again, and the datais again
viewable. If the transaction is committed, the data from any preceding rows is moved down within
the page, overwriting the data from the deleted row. The number of rows on that page and the
beginning of the free space are also updated within the page headers.

In addition to rows, ASA also enforces object reuse of many of itsinternal objects. For internal
pages and streams buffers, ASA implements write before read. For internal heap objects, the
memory is cleared beforeit is allocated.

Conclusion

ASA satisfies the C2 Object Reuse requirement.
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8.3 Identification and Authentication
Requirement

TCSEC:

The TCB shall require users to identify themselves to it before beginning to perform any other
actions that the TCB is expected to mediate. Furthermore, the TCB shall use a protected mechanism
(e.g., passwords) to authenticate the user’'sidentity. The TCB shall protect authentication data so
that it cannot be accessed by any unauthorized user. The TCB shall be able to enforce individual
accountability by providing the capability to uniquely identify each individual ADP system user.
The TCB shall also provide the capability of associating thisidentity with all auditable actions taken
by that individual.

TDI:

This requirement applies as stated in the TCSEC to the entire TCB. The cooperative action of the
TCB subsets making up the TCB must satisfy the requirement.

If the TCB is composed of TCB subsets, one TCB subset may either rely on a mechanism in another
TCB subset to provide identification and authentication services or provide the services directly.
Each TCB subset may maintain its own identification and authentication data or one central
repository may be maintained. If each TCB subset has its own data, then the information for each
individual user must be consistent among all subsets.

Applicable Features

ASA limits access to users who have aready passed authentication by the NT TCB subset and have
established an NT session. From this authenticated NT session, ASA requires integrated login. This
I&A featurerelies on NT to authenticate the user; no separate password is stored by ASA; only a
mapping must be established by the DBA between the NT username and an ASA database
username. See Section 6.1.4, Integrated Login.

ASA also provides password protection for users with DBA authority, since they can bypass the
integrated login mechanism, athough the TFM directs them not to. See Section 6.1.5, Standard
Login for more information about the password [&A mechanism.

The TCB protects authentication data so that it cannot be accessed by any unauthorized user. NT
authentication datais protected by the NT TCB subset as described inthe NT FER. ASA protectsits
authentication data by encrypting the password and storing it in a system table that is not accessible
to untrusted users. See Section 6.1.1, System Tables and Section 6.1.6, Password Management.

The TCB is able to enforce individual accountability by providing the capability to uniquely identify

each individual ADP system user. The TFM directs the DBA to assign each NT account and Sybase
User ID to only one user.
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The TCB provides the capability of associating thisidentity with all auditable actions taken by that
individual. This capability is provided by the NT and ASA audit mechanisms. It isaways possible
to associate an audit record with the identity of the individual. Seethe NT FER and Section 6.3.3,
Audit Records for details.

Conclusion

ASA satisfies the C2 Identification and Authentication requirement.
8.4 Audit
Requirement

TCSEC

TCB shall be able to create, maintain, and protect from modification or unauthorized access or
destruction an audit trail of accessesto the objectsit protects. The audit data shall be protected by
the TCB so that read accessto it islimited to those who are authorized for audit data. The TCB shall
be able to record the following types of events. use of identification and authentication mechanisms,
introduction of objects into a user’s address space (e.g., file open, program initiation), deletion of
objects, actions taken by computer operators and system administrators and/or system security
officers, and other security relevant events. For each recorded event, the audit record shall identify:
date and time of the event, user, type of event, and success or failure of the event. For
identification/authentication events the origin of request (e.g., terminal 1D) shall be included in the
audit record. For events that introduce an object into a user’s address space and for object deletion
events the audit record shall include the name of the object. The ADP system administrator shall be
able to selectively audit the actions of any one or more users based on individual identity.

TDI:

This requirement applies as stated in the TCSEC to the entire TCB. The cooperative action of the
TCB subset making up the TCB must satisfy the requirement.

A TCB subset may maintain its own security audit log, distinct from that maintained by more
primitive TCB subsets, or it may use an audit interface provided by a different TCB subset alowing
the audit records it generates to be processed by that TCB subset.

If the TCB subset uses different user identifications than a more primitive TCB subset, there shall be
ameans to associate audit records generated by different TCB subsets for the same individual with
each other, either at the time they are generated or later.

Auditable events, in the case of a database management system, are the individual operations
initiated by untrusted users (e.g., SELECT, UPDATE, DELETE) not just the invocation of the
database management system. The auditing mechanism shall have the capability of auditing all
mediated accesses that are visibleto users. That is, each discretionary access control policy decision
shall be auditable. Individual operations performed by trusted software, if totally transparent to the
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user, need not be auditable. If the total audit requirement is met by the use of more than one audit
log, amethod of correlation must be available.

Applicable Features

ASA maintainsits own audit trail that is separate from the Windows NT operating system audit trail.
ASA storesits audit records in its transaction log and the database utility audit log files. Thesefiles
are protected from unauthorized access or modification by operating system DAC. Only the
Database Administrator (DBA) has access to the transaction log through the dbtran utility.

ASA records security relevant eventsincluding login attempts, introduction of objectsinto the user’s
address space, deletion of objects, actions taken by the Database Administrator and other security
relevant events as described in Section 6.3, Audit. The audit record records the date and time of the
event, the user or connection 1D, the type of event, and the success or failure of the event.

The ADP system administrator can use post-processing to selectively audit the actions of any one or
more users based on individual identity. The DBA can select the events of a single user from the
transaction log file using the -u option of the dbtran utility. The DBA can select the events of a
single user from the database utility audit log file using the Notepad editor or the grep utility.

ASA usesintegrated login to map NT accounts to ASA User IDs to meet the TDI audit correlation
requirement.

Conclusion

ASA satisfiesthe C2 Audit requirement.
8.5 System Architecture
Requirement

TCSEC:

The TCB shall maintain adomain for its own execution that protects it from external interference or
tampering (e.g., by modification of its code or data structures). Resources controlled by the TCB
may be a defined subset of the subjects and objectsin the ADP system. The TCB shall isolate the
resources to be protected so that they are subject to the access control and auditing requirements.

TDI:

This requirement applies as stated in the TCSEC to every TCB subset, with the following additional
interpretations.

The TCB must provide domains for execution that are alocated to and used by TCB subsets
according to the subset-domain condition for evaluation by parts. A most primitive TCB subset
must provide domains for execution. A less primitive TCB subset must make use of domains
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provided by amore primitive TCB subset. A less primitive TCB subset may provide further
execution domains but is not required to do so.

If the TCB is composed of multiple TCB subsets, this requirement applies to each TCB subset.

Applicable Features

The composite TCB is composed of ASA and NT TCB subsets. The NT subset maintains adomain
for its own execution that protectsit from external interference and tampering from other NT
applications. The NT subset provides process isolation that protects the ASA subset from externad
interference and tampering. In the evaluated configuration, the ASA subset runs under the Sybase
account as aservice. The ASA subset runsin user mode along with other NT server processes and
untrusted applications. The NT kernel runsin kernel mode so ASA cannot tamper with the NT
kernel when it is executing. Both the NT and the ASA subsets rely on the NT process isolation
mechanism.

ASA relieson the NT DAC mechanisms to protect its executables and storage objects. Untrusted
users have no access to TCB executablefilesor data. ASA storesits TCB datain protected system
tables. Accessto TCB data by untrusted usersis always mediated by the ASA subset.

ASA controls access to the following named objects: tables, views, procedures, and functions. ASA
isolates the resources to be protected so they are subject to access control and auditing. Thisis done
by ensuring the ASA resources can be accessed only through one of the allowed interfaces. No
matter which interface is used, SQL statements are passed from the client to the ASA server. When
SQL statements are parsed, ASA checks user authorities and permissions before executing the
statements.

ASA relies on the self-protection mechanisms of its ASA Java Virtual Machine (JVM)
implementation to protect the TCB from Java applications. ASA JVMs protect themselves and offer
additional protections from Java applications by implementing what is called a sandbox security
model. More details about the ASA JVM sandbox implementation can be found in Section 4.16.3,
ASA VM Self-Protection. ASA also providesisolation between ASA Java Virtual Machines. A
new instance of the ASA Java Virtua Machine (JVM) isloaded into its own separate heap to
maintain separate domains for each client connection.

Conclusion

ASA satisfies the C2 System Architecture requirement.
8.6 System Integrity
Requirement

TCSEC:
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Hardware and/or software features shall be provided that can be used to periodically validate the
correct operation of the on-site hardware and firmware elements of the TCB.

TDI:

This requirement applies as stated in the TCSEC to every TCB subset that includes hardware or
firmware. Any TCB subset that does not include hardware or firmware is exempt from this
requirement.

Applicable Features

This requirement does not apply to the ASA TCB subset, since it does not include hardware or
firmware. The requirement is satisfied by the NT operating system TCB subset.

Conclusion

ASA satisfies the C2 System Integrity requirement.
8.7 Security Testing
Requirement

TCSEC:

The security mechanisms of the ADP system shall be tested and found to work as claimed in the
system documentation. Testing shall be done to assure that there are no obvious ways for an
unauthorized user to bypass or otherwise defeat the security protection mechanisms of the TCB.
Testing shall aso include a search for obvious flaws that would allow violation of resource isolation,
or that would permit unauthorized access to the audit or authentication data.

TDI:

This requirement applies as stated in the TCSEC to the entire TCB. If aTCB consists of TCB
subsets meeting the conditions for evaluation by parts, the satisfaction of the requirements by each
TCB subset satisfies the requirement for the entire TCB. Otherwise, security testing of the entire
TCB must be performed (even if the results of testing the individual TCB subsets were available).

Applicable Features

The security mechanisms of the ADP system were tested and found to work as claimed in the system
documentation. The evaluation team performed the following testing activities. test coverage
analysis, installation of NT and ASA in their evaluated configuration, execution of the ASA security
test suite, and development and execution of evaluation team tests. During test coverage analysis,
the team found a small number of missing test cases and these were added to the test suite. The
evaluation team conducted on-site security testing of ASA at Sybase’s facility in Waterloo, Ontario.
The evaluation team installed Windows NT and ASA in their evaluated configurations. Then, they
ran Sybase's security test suites and checked the actual results against the expected results. In
addition, the eval uation team executed team tests documented in the Team Test Plan. ASA
successfully completed security testing.
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Testing was done to assure that there are no obvious ways for an unauthorized user to bypass or
otherwise defeat the security protection mechanisms of the TCB. The team checked that all of the
security functionality was tested for all of the security relevant TCB interfaces. In addition, the team
included 37 tests in their team test suite to check that there was no way to bypass or defeat the
security mechanisms of the TCB. These tests included tests to check that TCB programs and data
were protected as documented.

Testing by the evaluation team also included a search for obvious flaws that would alow violation
of resource isolation, or that would permit unauthorized access to audit or authentication data. The
team specifically checked that the audit logs were stored in adirectory protected by NT DAC as
documented. The team also checked that overflow of the audit log was handled appropriately. In
addition, the team checked that the SY SUSERPERM system table where passwords are stored was
not accessible to untrusted users and that the passwords were not human readable.

The ASA TCB subsets met the conditions for evaluation by parts. Security testing of the NT
operating system TCB subset is described inthe NT FER. The ASA evauation team performed
testing of the ASA DBMS TCB subs&t.

Conclusion

ASA satisfies the C2 Security Testing requirement.
8.8 Security Features User’s Guide
Requirement

TCSEC:

A single summary, chapter, or manual in user documentation shall describe the protection
mechanisms provided by the TCB, guidelines on their use, and how they interact with one another.

TDI:

This requirement applies as stated in the TCSEC to every TCB subset in the TCB. This collection of
guides must include descriptions of every TCB subset in the TCB and explicit cross-references to
other related user’s guides to other TCB subsets, as required. In addition, interactions between
mechanisms within different TCB subsets must be clearly described.

Applicable Features:

The Security Features Users Guide consists of the following documents:
1) Sybase, Inc., Adaptive Server™ Anywhere 7.0.0 C2 Supplement, July 2000.

2) Sybase, Inc., Adaptive Server ™ Anywhere 7.0.0 C2 Documentation Update, July 2000.
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3)

4)

5)

6)

7)

Sybase, Inc., Adaptive Server ™ Anywhere User’s Guide, Version 7.0.0, Document ID: MC0057,
March 2000.

Sybase, Inc., Introducing SQL Anywhere Sudio, Version 7.0.0, Document ID: MC0055, March
2000.

Sybase, Inc., Adaptive Server ™ Anywhere Reference Manual, Version 7.0.0, Document ID:
MC0058, March 2000.

Sybase, Inc., Adaptive Server ™ Anywhere Programming Interfaces Guide, Version 7.0.0,
Document ID: MC0059, March 2000.

Sybase, Inc., Replication and Synchronization Guide, Chapter 26 — Command Reference for
Adaptive Server Enterprise, Version 7.0.0, Document ID: MC0061, March 2000.

The above documents work together to satisfy the SFUG requirements as follows:

1)

2)

3)

The C2 Supplement provides guidance on integrated logins and connecting to ASA in the
evaluated configuration that applies to non-administrative users. This document also provides
warnings to users. This document is available on the Sybase support website as described in
Appendix A.

The C2 Documentation Update contains security relevant changes to the 7.0.0 versions of the
Reference Manual and User’s Guide that will beincluded in future releases of ASA
documentation. This document is available on the Sybase support website as described in
Appendix A.

The User’s Guide provides guidance on the use of the DAC and I1& A mechanisms.
Chapter 2 describes how to use integrated login.

Chapter 23, "Managing User IDs and Permissions," provides a description of the available
security features, guidelines on their use, and how they interact with one another. The first topic,
"Database permissions overview," describes the administrative and ownership roles that exist
within ASA (DBA Authority and Resource Authority), ownership permissions on tables and
views, and the concept of group permissions. The second topic, "Managing individual user IDs
and permissions,” describes how to grant permissions on tables and views, grant users the right
to grant permissions, grant EXECUTE permissions on procedures and triggers, and revoke
permissions. The fourth topic, "Using views and procedures for extra security," describes how
these mechanisms can interact to improve security. The fifth topic, "How user permissions are
assessed,” describes exactly how ASA determines the permissions of a user to a database object
based on the interaction of the user’s authorities, group memberships, and individual
permissions. The last topic, "Users and permissions in the system tables," describes the system
tables and the user’s default permissions to access them.
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4) Introducing SQL Anywhere Sudio describes how to connect (login) to ASA from different client
applicationsin Chapter 3.

5) The Reference Manual documents the functionality and permissions of many of the TCB
interfaces such SQL statements, SQL functions, and database utilities.

6) The Programming Interfaces Guide describes the application programming interfaces.

7) The Replication and Synchronization Guide describes the A SE-compatible system stored
procedures in Chapter 26.

Conclusion:

ASA satisfies the C2 Security Features User’s Guide requirement.
8.9 Trusted Facility Manual
Requirement

TCSEC:

A manual addressed to the ADP system administrator shall present cautions about functions and
privileges that should be controlled when running a secure facility. The procedures for examining
and maintaining the audit files as well as the detailed audit record structure for each type of audit
event shall be given.

TDI:

This requirement applies as stated in the TCSEC to the TCB and to every TCB subset in the TCB.

This requirement can be met by providing a set of manuals, one for each distinct (non-replicated)
TCB subset. Each manual shall address the functions and privileges to be controlled for the
associated TCB subset. Additionally, it must clearly show the interfaces to, and the interaction with,
more primitive TCB subsets. The manual for each TCB subset shall identify the functions and
privileges of the TCB subsets on which the associated TCB subset depends. Also, the TCB subset’s
manual shall identify which, if any, configuration options of the more primitive TCB subsets are to
be used for the composite TCB to operate securely.

Any pre-defined roles supported (e.g., database administrator) by the TCB subset shall be addressed.

The means for correlating multiple audit logs and synonymous user identifications from multiple
TCB subsets (if such exist) shall also be addressed.

The trusted facility manual shall describe the composite TCB so that the interactions among the
TCB subsets can be readily determined. Other manuals may be referenced in this determination.
The manuals that address the distinct modules of the TCB and the generation of the TCB need to be
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integrated with the other trusted facility manuals only to the extent that they are affected by the use
and operation (versus the development) of the composite TCB.

Applicable Features

The Trusted Facility Manual consists of the following documents:

1)
2)

3)

4)

5)

6)

7)

Sybase, Inc., Adaptive Server™ Anywhere 7.0.0 C2 Supplement, July 2000.
Sybase, Inc., Adaptive Server ™ Anywhere 7.0.0 C2 Documentation Update, July 2000.

Sybase, Inc., Adaptive Server ™ Anywhere User’s Guide, Version 7.0.0, Document ID: MC0057,
March 2000.

Sybase, Inc., Introducing SQL Anywhere Sudio, Version 7.0.0, Document ID: MC0055, March
2000.

Sybase, Inc., Adaptive Server ™ Anywhere Reference Manual, Version 7.0.0, Document ID:
MC0058, March 2000.

Sybase, Inc., Adaptive Server ™ Anywhere Programming Interfaces Guide, Version 7.0.0,
Document ID: MC0059, March 2000.

Sybase, Inc., Replication and Synchronization Guide, Chapter 26 — Command Reference for
Adaptive Server Enterprise, Version 7.0.0, Document ID: MC0061, March 2000.

The above documents work together to satisfy the TFM requirements.

1)

2)

3)

The C2 Supplement provides guidance on installation, configuration, auditing, restrictionsin the
evaluated configuration, security warnings, the C2 Patch, and where to ook for more
information. This document is the roadmap document for trusted administrators. The C2
Supplement describes how to install and configure the composite TCB. The C2 Supplement
contains the procedures for examining, correlating, and maintaining the audit logs as well as the
detailed audit record structure for each type of audit event. The C2 Supplement also contains an
appendix that points to other document sections for utility and configuration parameter options.

Seetheinstructionsin Appendix A for how to access this document on the Sybase web site.

The C2 Documentation Update contains security relevant changes to the 7.0.0 versions of the
Reference Manual and User’s Guide, which will beincluded in future releases of ASA
documentation. This document is available on the Sybase website as described in Appendix A.

The User’s Guide provides guidance on the configuration and use of the DAC and I&A
mechanisms. Chapter 2 — Connecting to a Database and Chapter 23 - Managing User IDs and
Permissions provide guidelines to operate ASA in asecure manner. They aso provide
guidelines to administrators for effective use of system's privileges and protection mechanisms.
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4)

Chapter 2 describes how to administer integrated login. It discusses security concerns caused by
interaction of the protection mechanisms of the TCB subsets, specifically, enabling of the Guest
account under NT and preventing blank passwords.

In Chapter 23, the first topic, Database Permissions Overview, describes the administrative and
ownership roles that exist within ASA (DBA Authority and Resource Authority), ownership
permissions on tables and views, and the concept of group permissions. The second topic,
"Managing individual user IDs and permissions,” describes how to create new users, change
passwords, grant DBA and Resource authority, grant permissions on tables and views, grant
users the right to grant permissions, grant EXECUTE permissions on procedures and triggers,
and revoke permissions. The third topic, "Managing Groups,” describes how to create groups,
how to grant users membership in groups, and the special groups: SY S and PUBLIC. The fourth
topic, "Using views and procedures for extra security,” describes how these mechanisms can
interact to improve security. The fifth topic, "How user permissions are assessed,” describes
exactly how ASA determines the permissions of a user to a database object based on the
interaction of the user’s authorities, group memberships, and individual permissions. The last
topic, "Users and permissions in the system tables,” describes the system tables and the user’s
default permissions to access them.

Introducing SQL Anywhere Studio describes how to connect (login) to ASA from different client
applicationsin Chapter 3.

The Reference Manual documents the functionality and permissions of many of the TCB
interfaces such as SQL statements, SQL functions, and database utilities. Chapter 2 provides
guidance on starting the Database Server. Chapter 3 provides guidance on connecting. Chapter 4
provides guidance on the use of the database administration utilities. Chapter 5 provides
guidance on configuring database options. Chapter 8 documents SQL statements. Chapter 9
provides a complete reference for SQL statements. It includes the permissions required to
execute each SQL statement. It also provides guidance on how to use SQL statements such as
the GRANT and REVOKE to manage the security functionality.

The Programming Interfaces Guide describes the application programming interfaces.

The Replication and Synchronization Guide describes the A SE-compatible system stored
procedures in Chapter 26.

Conclusion

ASA satisfiesthe C2 Trusted Facility Manual requirement.

8.10 Test Documentation

Requirement
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TCSEC:

The system devel oper shall provide to the evaluators a document that describes the test plan, test
procedures that show how the security mechanisms were tested, and results of the security
mechanisms’ functional testing.

TDI:

This requirement applies as stated in the TCSEC to the composite TCB.

Applicable Features

The Sybase ASA Test Documentation consists of the following documents:

Sybase, Inc., Adaptive Server Anywhere C2 Test Plan,

Sybase, Inc., Adaptive Server Anywhere C2 Test Matrices,

Sybase, Inc., Adaptive Server Anywhere C2 Test Procedures,

Sybase, Inc., Adaptive Server Anywhere C2 Test Procedures [ Integrated Login],
Sybase, Inc., DBTEST Documentation, and

Test suites and results.

Sk wdhpE

Sybase developed security test documentation for its C2 evaluation in accordance with the Process
Action Team (PAT) Guidance Working Group (PGWG) Form and Content of Vendor Test
Documentation document. The main body of the C2 Test Plan is organized by security
functionality. It contains assertions and pointersto lower level matrices. In addition, the Test Plan
identifies interfaces that are not security relevant and do not need to be tested. The C2 Test Plan
also has sections on the Testing Environment and Automated Tools. In the matrix document, each
lower level matrix contains rows consisting of three cells: the name of the interface, a pointer to the
relevant assertions in the C2 Test Plan, and a pointer to the associated test suite. The Test Procedures
provide instructions on how to set up the test environment, execute the test suites, and interpret the
results. Sybase provided copies of their security test suites and results for team to analyze during
Test Coverage Analysis. The Assertions section of the Security Test Plan contains English language
descriptions of the expected results. The test logs contain the expected results generated by the test
software. The team reviewed both sets of results to ensure that they were consistent.

Conclusion

ASA satisfies the C2 Test Documentation regquirement.
8.11 Design Documentation
Requirement

TCSEC:
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Documentation shall be available that provides a description of the manufacturer’s philosophy of
protection and an explanation of how this philosophy istrandated in to the TCB. If the TCB is
composed of distinct modules, the interfaces between these modules shall be described.

TDI:

This requirement applies as stated in the TCSEC to the composite TCB. If the TCB is composed of

multiple subsets, this requirement applies to each TCB subset and the interfaces between TCB
subsets.

Applicable Features

Sybase provided the following materials to satisfy the design documentation requirement:

»  User Documentation
« Adaptive Server™ Anywhere Programming Interfaces Guide
«  Adaptive Server™ Anywhere Reference Manual
«  Adaptive Server ™ Anywhere User’s Guide
* First Guide to SQL Anywhere™ Sudio

» Sybase Fundamentals Training Materias
* Responsesto Trusted Product Evaluation Questionnaire, NCSC-TG-019, Version-2
» Design Notes

*  WindowsNT APIs

*  WindowsNT DLLs

e User Structure

* Communicationin ASA

» Streams Interface

» SQLPresDataUnit Types

*  SQLPres Command Sequences
*  Memory Usage

» Tasking, Cache Manager, and Page Replacement
* Object Reuse

* Audit Design for ASA

o System Stored Procedures

« DBSVC command

e Header Files

The above documents work together to satisfy the C2 documentation requirement.
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1) The user documentation identifies the TCB interfaces and describes the security semantics for
each interface. They also describe the security functionality and how to manage it.

2) Thetraining materias provide an overview of the system architecture.

3) Theresponses to the Trusted Product Evaluation Questionnaire describe the philosophy of
protection.

4) The Design Notes provide detailed information on interfaces and implementation.

5) The header files provide information on TCB internal data structures.
Conclusion

ASA sdtisfies the C2 Design Documentation requirement.
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9 TCSEC Interpretations

9.1 Audit

9.1.1 1-0004 Enforcement of audit settings consistent with protection goals

9.1.1.1 Text of Interpretation
Thisinterpretation is effective 1993-10-20 and appliesto classes C2, B1, B2, B3, and AL

The following interprets the requirement that "The ADP system administrator shall be able to
selectively audit . . ."

If the TCB supports the selection of events to be audited, it shall provide a method for immediate
enforcement of a change in audit settings (e.g., to audit a specified user, to audit objects at a
particular sensitivity level); however, the immediate method (e.g., shutting the system down) need
not be the usua method for enforcement. The TFM shall describe both the usual enforcement of
audit settings and, if the immediate enforcement method is different from the usua one, how an
administrator can cause immediate enforcement. The TFM shall describe the consequences of
changing an audit state dynamically if such changes could result in incomplete or misleading audit
data.

9.1.1.2 Application to Adaptive Server Anywhere

The ASA TCB does not provide the ability to change to audit settings. If auditing is enabled, all
auditable events are audited. Therefore, thisinterpretation is not applicable

Note that the requirement for the ADP administrator to be able to audit the events of asingle user is
satisfied by using either the dbtran utility or Notepad after the audit data has been collected. The—u
option of the dbtran utility can be used to select the events of asingle user in *.log files. Audit
records generated when the engine is not running are stored in ASCII format in the*.alg file. The
Notepad text editor can be used to select the records of asingle user from a*.algfile.

9.1.2 1-0005 Action for audit log overflow

9.1.2.1 Text of Interpretation
Thisinterpretation is effective 1993-10-20 and applies to classes C2, B1, B2, B3, and Al
The following interprets the requirement that "The TCB shall be able to create, maintain and protect

from modification or unauthorized access or destruction an audit trail of accesses to the objectsit
protects.”
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When the TCB becomes unable to collect audit data, it shall give aclear indication of this condition
and take a pre-specified action. The system implementation may allow an administrator to choose
from arange of actions. One of the actions that may be chosen by the administrator (or, if no choice
is possible, the only action) shall be that the system cease performing auditable events when the
TCB isunableto collect audit data. Choosing an audit overflow action shall be considered a
security-relevant administrative event for the purposes of auditing. The TFM shall fully describe the
administrator’s options.

9.1.2.2 Application to Adaptive Server Anywhere

Audit records are stored in the transaction log. Thereisno limit on the size of audit log files. Audit
log files grow until the file is truncated or deleted or disk space runsout. If thedisk fills up while
executing a command that would generate a record to the transaction log file, a“Disk Full” message
is generated and the transaction is rolled back. No more commands that generate audit records can
be executed against the database, when the transaction log isfull. Similarly, if the disk becomes full
while executing a database utility that writes to the database utility audit log (*.ag file), the utility
will fail. In order to continue, files must be deleted or the audit log truncated to free up disk space.

The only possible action is for the DBA in the evaluated configuration is to backup the full
transaction log and then truncate it. The DBA could also turn the transaction log off, but this would
put the product outside of the evaluated configuration. When the transaction log is truncated, an
audit record is generated that is stored in the new transaction log. The database utility audit log
(*.ag) isan ASCII test file that can be truncated using a text editor such as Notepad. Truncation of
the *.alg file can be audited by auditing accessto the file using the NT audit mechanism.

9.1.3 1-0006 Audit of user-id for invalid login

9.1.3.1 Text of Interpretation

Thisinterpretation is effective 1993-10-20 and applies to classes C2, B1, B2, B3, and Al

The following interprets the requirement that "The TCB shall be able to record the following types
of events: use of identification and authentication mechanisms, . . . For each recorded event, the

audit record shall identify: date and time of the event, user, type of event, and success or failure of
the event."

While the audit mechanism is required to be capable of producing arecord of each login attempt, on
failed login attemptsit is not required to record in the audit record the character string supplied as
the user identity.

9.1.3.2 Application to Adaptive Server Anywhere
For failed login attempts, ASA records the character string supplied for user identity.
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9.1.4 1-0043 Auditing use of unnamed pipe

9.14.1 Text of Interpretation
Thisinterpretation is effective 1994-04-19 and appliesto classes C2, B1, B2, B3, and AL

The following interprets the requirements that "The TCB shall be able to record the following types
of events. . . : introduction of objects into a user’s address space (e.g., file open, program initiation), .
.. For events that introduce an object into a user’s address space. . . "

In products that support mechanisms similar to unnamed pipesin UNIX systems, the creation of an
unnamed pipe shall be auditable; however, the auditing may be delayed until the pipe becomes
sharable with another subject (e.g., the creation of a child or the passing of the pipe’s descriptor to
another subject). At each point that the unnamed pipe is shared, the sharing must be auditable.
9.1.4.2 Application to Adaptive Server Anywhere

Not applicable. ASA does not implement unnamed pipes or other similar sharing mechanisms.

9.1.5 1-0073 OK to audit decision regardless of whether action completed

9.1.5.1 Text of Interpretation
Thisinterpretation is effective 1993-10-20 and applies to classes C2, B1, B2, B3, and Al

The following interprets the requirement that "The TCB shall be able to record the following types
of events: . . . introduction of objects into a user’s address space (e.g., file open, program initiation), .

Auditing the attempted introduction of an object at the point of passing the security access control
checks satisfies the above requirement, even though the object may not actually be introduced into
the subject’s address space because of failing later checks not related to security.

9.1.5.2 Application to Adaptive Server Anywhere

ASA generates audit records at the time that a permission check is made and after successful actions.
It is possible for an action to fail for non-security relevant reasons, after the permission check is
made. In this case, there will be an audit record generated, although the action failed.

9.1.6 1-0286 Auditing unadvertised TCB interfaces

9.1.6.1 Text of Interpretation

Thisinterpretation is effective 1994-04-18 and appliesto classes C2, B1, B2, B3, and Al

The following interprets the requirement that "The TCB shall be able to record the following types
of events. . . and other security-relevant events."
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The TCB shall be capable of auditing all security-relevant events that can occur during the operation
of the evaluated configuration, including events that may result from the use of TCB interfaces not
advertised for general use.

9.1.6.2 Application to Adaptive Server Anywhere
Not applicable. There are no unadvertised TCB interfaces.
9.2 Configuration Management

No requirement at C2.

9.3 Covert Channel Analysis

No requirement at C2.

9.4 Design Documentation

9.4.1 1-0192 Interface manuals as design documentation

9.4.1.1 Text of Interpretation
Thisinterpretation is effective 1994-04-19 and applies to classes C1, C2, B1, B2, B3, and Al

The following interprets the requirement that "Documentation shall be available that provides a
description of the manufacturer’s philosophy of protection and an explanation of how this
philosophy is translated into the TCB."

Interface-reference manuals (e.g., UNIX manual pages) are not sufficient, by themselves, as TCB
design documentation.
9.4.1.2 Application to Adaptive Server Anywhere

The ASA Reference Manual describesits TCB interfaces. However, the interface descriptions
include security relevant information such as the DAC checks performed (i.e., DBA authority,
owner, and permission checks). In addition, the Reference Manual provides examples and scenarios
of how the interface operates or does not operate as aresult of those permission checks.

9.4.2 1-0193 Standard system books as design documentation

9.4.2.1 Text of Interpretation
Thisinterpretation is effective 1993-10-20 and appliesto classes C1, C2, B1, B2, B3, and Al.
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The following interprets the requirement that "Documentation shall be available that provides a
description of the manufacturer’s philosophy of protection and an explanation of how this
philosophy istrandlated into the TCB".

Books describing the design and implementation of a system used as the basis for atrusted system,
but which are inaccurate or incomplete for the trusted system implementation, are not sufficient as
design documentation. Such books may partially fulfill the requirement if additional documentation
provides a complete description of all differences between the book’s description and the actual
system implementation, including a satisfactory description of any parts of the TCB not described in
the book(s).

9.4.2.2 Application to Adaptive Server Anywhere

Where applicable, design notes and header files were provided to supplement the published
documentation.

9.5 Design Specification and Verification

No requirement at C2.

9.6 Device Labels

No requirement at C2.

9.7 Discretionary Access Control

9.7.1 1-0002 Delayed revocation of DAC access

9.7.1.1 Text of Interpretation
Thisinterpretation is effective 1993-10-20 and appliesto classes C1, C2, B1, B2, B3, and Al.

The following interprets the requirement that "The TCB shall define and control access between
named users and named objects (e.g., files and programs) in the ADP system.”

A TCB isnot required to provide any mechanism for the immediate revocation of DAC access to an
object where access has aready been established (e.g., opened) when accessto that object is
reduced. It is sufficient for the SFUG and other documentation to describe the product’s revocation
policy. However, achange in DAC permissions shall have an immediate effect on attempts to
establish new access to that object.

9.7.1.2 Application to Adaptive Server Anywhere

The ASA implementation ensures that DAC permissions such as SELECT, INSERT, UPDATE,
DELETE, ALTER and REFERENCES take effect on attempts to establish new access to objects.
Thisisdone by deleting al permission information from cache, whenever agrant or revoke
command isissued in the evaluated configuration.
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It is not possible to revoke DBA authority, Resource authority, or table permissions while auser is
connected. However, auser can be forcibly disconnected by another user with DBA authority after
which that user’'s DBA authority, Resource authority, or table permissions can then be revoked.

9.7.2 1-0020 DAC authority for assignment

9.7.2.1 Text of Interpretation
Thisinterpretation is effective 1993-10-20 and applies to classes C1, C2, B1, B2, B3, and Al

Starting at C1 the following interprets the requirement that " The enforcement mechanism . . . shall
allow usersto specify and control sharing . . ." At C2 it also interprets the requirement that " Access
permission . . . shall only be assigned by authorized users.”

A TCB need not provide all users with the capability to control the sharing of objects. A DAC policy
where only system administrators assign access to objects can satisfy the DAC requirement. The
SFUG shall clearly identify the roles or user types (e.g., system administrator) who can control
sharing.

9.7.2.2 Application to Adaptive Server Anywhere

The owner of an object, not the administrator, controls access to the object. However, atrusted user
with DBA authority can grant permissions on objects owned by other users.

The SFUG clearly identifies the roles or user types (e.g., system administrator) who can control
sharing. Section 23 — Managing User IDs and Permissions of the User’s Guide describes how the
DBA and object owner can control sharing. In addition, there is a permissions section for each SQL
statement in the Reference Manual.

9.7.3 1-0053 Public objects and DAC

9.7.3.1 Text of Interpretation
Thisinterpretation is effective 1995-01-12 and appliesto classes C1, C2, B1, B2, B3, and Al.

The following interprets the entire Discretionary Access Control requirement.

An object for which the TCB unconditionally permits all subjects "read" access shall be considered a
public object, provided that only the TCB or privileged subjects may create, delete, or modify the
object. No discretionary access checks or auditing are required for "read" accesses to such objects.
Attempts to create, delete, or modify such objects shall be considered security- relevant events, and,
therefore, controlled and auditable. Objects that all subjects can read must be, implicitly, system

low.
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9.7.3.2 Application to Adaptive Server Anywhere
Only the system or users with DBA authority can create, delete, or modify public objects.

ASA does not implement MAC or sensitivity labels, so system low is not applicable.

9.7.4 1-0222 Passwords not acceptable for DAC

9.7.4.1 Text of Interpretation
Thisinterpretation is effective 1994-12-05 and applies to classes C1, C2, B1, B2, B3, and Al

The following interprets the requirement that "The enforcement mechanism (e.g., self/group/public
controls, access control lists) shall allow usersto specify and control sharing of those objects by
named individuals or defined groups or both."

The TCB shall not depend solely on passwords as an access control mechanism. If passwords are
employed as part of an access control mechanism, they shall not be considered sufficient to satisfy
any aspect of the DAC requirement.

9.7.4.2 Application to Adaptive Server Anywhere

ASA does not depend solely on passwords for DAC. Access to hamed objectsis controlled by
authorities and permissions granted to named users.

9.7.5 1-0312 Set-ID and the DAC requirement

9.75.1 Text of Interpretation
Thisinterpretation is effective 1994-04-19 and applies to classes C1, C2, B1, B2, B3, and Al

The following interprets the entire DA C requirement and applies to products that implement a
mechanism similar to the set-user 1D/set-group ID (set-ID) mechanism defined in IEEE Standard
P1003.1.

The set-ID mechanism can be part of an acceptable DAC implementation.

9.7.5.2 Application to Adaptive Server Anywhere

ASA procedures or functions are equivalent to aset_ID mechanismsin that they execute with the
permissions of the owner of the procedure.

In addition, thereisa SET USER SQL statement that can only be executed by a user with DBA
authority.

9.8 Exportation of Labeled Information

No requirement at C2.
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9.9 Exportation to Multilevel Devices

No requirement at C2.

9.10 Exportation to Single-Level Devices

No requirement at C2.

9.11 Identification and Authentication

9.11.11-0001 Delayed enforcement of authorization change

9.11.1.1 Text of Interpretation
Thisinterpretation is effective 1994-04-19 and applies to classes C1, C2, B1, B2, B3, and Al

The following interprets the requirements that at C1 "The TCB shall protect authentication data so
that it cannot be accessed by any unauthorized user." and at B1 "Furthermore, the TCB shall
maintain . . . information for determining the clearance and authorizations of individua users. This
datashall beused. . . to ensure that the security level and authorizations of subjects external to the
TCB that may be created to act on behalf of the individual user are dominated by the clearance and
authorization of that user."

If aTCB supports security-relevant authorizations then it shall provide a method for immediate
enforcement of removing those authorizations. However, the immediate method (e.g., shutting the
system down) need not be the usual method for enforcement. The TFM shall describe both the usual
enforcement of granting and removing authorizations and, if the immediate enforcement method is
different from the usual one, how an administrator can cause immediate enforcement.

9.11.1.2 Application to Adaptive Server Anywhere

ASA does not have any subject security attributes that are equivalent to a clearance level that are
established at the time of a connection. DBA authority and Resource authority cannot be revoked
from a connected user. However, another user with DBA authority can forcibly disconnect the user
and then revoke DBA or Resource authority. The TFM describes how an administrator can cause
immediate enforcement.

9.11.21-0096 Blanking passwords

9.11.2.1 Text of Interpretation
Thisinterpretation is effective 1994-04-18 and applies to classes C1, C2, B1, B2, B3, and Al

The following interprets the requirement that "The TCB shall protect authentication data so that it
cannot be accessed by any unauthorized user."
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The TCB shall not produce avisible display of any authentication data entered through the keyboard
(e.g., by echoing).
9.11.2.2 Application to Adaptive Server Anywhere

Passwords are echoed on the “GRANT CONNECT TO ... IDENTIFIED BY ... statement. However,
thisis not a problem in the evaluated configuration. Integrated loginisrequired in the evaluated
configuration, so athough a password must be entered it is not used for user authentication. DBAS
can bypass the integrated login mechanism and login using their password, athough the TFM directs
them not to. DBAs must protect the DBA's passwords, since an attacker could login asthe DBA if
they knew their password. DBAs are directed to type in the GRANT CONNECT statement so that
the password is not visible to untrusted users.

9.11.31-0240 Passwords may be used for card input

9.11.3.1 Text of Interpretation
Thisinterpretation is effective 1993-10-20 and appliesto classes C1, C2, B1, B2, B3, and Al.

The following interprets the requirement that " Furthermore, the TCB shall use a protected
mechanism (e.g., passwords) to authenticate the user's identity. The TCB shall protect authentication
data so that it cannot be accessed by any unauthorized user."

The card input of batch jobs may contain human-readable user passwords. The TFM and the SFUG
for the product shall explain the risks in placing passwords on card input and shall suggest
procedures to mitigate that risk.

9.11.3.2 Application to Adaptive Server Anywhere

Not applicable. ASA does not use card input.

9.11.41-0288 Actions allowed before I&A

9.11.4.1 Text of Interpretation
Thisinterpretation is effective 1994-04-18 and applies to classes C1, C2, B1, B2, B3, and Al

The following interprets the requirement that "The TCB shall require usersto identify themselves to
it before beginning to perform any other actions that the TCB is expected to mediate.”

Prior to having been identified and authenticated by the TCB, a user communicating with the TCB
may be allowed to perform only those actions that would not require TCB mediation.

9.11.4.2 Application to Adaptive Server Anywhere

Users must be identified before they can perform any actions that the TCB is expected to mediate.
The only operation that can be performed by an unidentified user in ASA isto execute the
db_find_engine command to locate a particular database engine.
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9.12 Label Integrity

No requirement at C2.

9.13 Labeling Human-Readable Output

No requirement at C2.

9.14 Labels

No requirement at C2.

9.15 Mandatory Access Control

No requirement at C2.

9.16 Object Reuse

9.16.11-0041 Object reuse applies to all system resources

9.16.1.1 Text of Interpretation

Thisinterpretation is effective 1994-04-19 and appliesto classes C2, B1, B2, B3, and Al
Thefollowing interprets all of the Object Reuse requirement.

Analysisfor residual data shall be performed on all sharable objects and their attributes (i.e., objects
to which MAC or DAC are applied) and other system resources (e.g., stacks, process

memory).

9.16.1.2 Application to Adaptive Server Anywhere

The only sharable object visible a the TCB interfaceisarow. Analysiswas performed on rows and
theinternal system objects such as memory pages, cache pages, and buffers where rows may be
stored.

9.17 Security Features User’s Guide

9.17.11-0244 Flexibility in packaging SFUG

9.17.1.1 Text of Interpretation
Thisinterpretation is effective 1993-10-20 and applies to classes C1, C2, B1, B2, B3, and Al

The following interprets the entire SFUG requirement.
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All SFUG documentation shall bein aform that system administrators and users can read at the time
that an understanding of the topics covered is needed to use the system in a secure manner (e.g., it
shall not be required that the user login in order to read instructions about how to login). The
documents or portions of documents that make up the SFUG shall be precisely identified. There are
no further restrictions on the packaging (one document, several documents, parts of

several documents) or delivery (hardcopy, online) of the SFUG.

9.17.1.2 Application to Adaptive Server Anywhere

The SFUG is contained in several documents. The Reference Manual, User’'s Guide and other
documents are available on the installation CD. They can be accessed before ASA isinstalled and
without requiring a database connection after ASA isinstalled. In addition, the C2 Supplement and
the C2 Documentation Update are avail able on the Sybase website as described in Appendix A.

9.18 Security Testing

9.18.11-0170 Functional tests required for object reuse

9.18.1.1 Text of Interpretation
Thisinterpretation is effective 1994-04-18 and applies to classes C2, B1, B2, B3, and Al

The following interprets the requirement that "The security mechanisms of the ADP system shall be
tested and found to work as claimed in the system documentation. Testing shall be done to assure
that there are no obvious ways for an unauthorized user to bypass or otherwise defeat the security
protection mechanisms of the TCB."

TCB interface(s) that allow manipulation and review of the contents of a subject’s address space and
of other resources available at the TCB interface (storage and named objects, devices) shall have
functional testsincluded in the vendor test suite to supplement the analysis for object reuse.

9.18.1.2 Application to Adaptive Server Anywhere

Object reuse tests are included in ASA’s security test suite.

9.19 Subject Sensitivity Labels

No requirement at C2.
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9.20 System Architecture

9.20.11-0213 Administrator interface is part of TCB

9.20.1.1 Text of Interpretation
Thisinterpretation is effective 1995-01-12 and appliesto classes C2, B1, B2, B3, and Al

The following interprets the requirement at C2 that "The TCB shall isolate the resources to be
protected so that they are subject to the access control and auditing requirements.”

Those components of the product that provide the interfaces required for performing administrative
actions shall be considered TCB components. The "administrative actions' to which this
interpretation applies shall be those that are defined in the TFM to be performed by administrative
personnel (e.g., operators, system administrators, system security officers) while the product isin its
secure operational state. The TFM shall clearly identify which mechanisms are, and which are not,
acceptable for performing each administrative action.

9.20.1.2 Application to Adaptive Server Anywhere

The administrative interfaces were included in the TCB. They include the DBISQL interactive SQL
tool, and the database utilities. The C2 Supplement provides guidance on which mechanisms are
and are not acceptable for performing administrative actions in the evaluated configuration.

9.21 System Integrity

9.21.11-0144 Availability of diagnostics

9.21.1.1 Text of Interpretation
Thisinterpretation is effective 1994-11-16 and appliesto classes C1, C2, B1, B2, B3, and Al

The following interprets the entire System Integrity requirement.
If the features provided by the vendor to meet this requirement cannot be exercised by the purchaser

of the product, the vendor shall make available appropriate services to use the features as needed to
meet the requirement. These services shall be available on an "on-demand” basis.

9.21.1.2 Application to Adaptive Server Anywhere

Not applicable. The system integrity requirement is satisfied by the Windows NT OS subset of the
composite TCB. ASA does not have any hardware or firmware as part of its TCB subset.
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9.22 Test Documentation

No interpretations.

9.23 Trusted Distribution

No requirement at C2.

9.24 Trusted Facility Management

No requirement at C2

9.25 Trusted Facility Manual

9.25.11-0046 Detailed audit record structure

9.25.1.1 Text of Interpretation
Thisinterpretation is effective 1994-07-12 and applies to classes C2, B1, B2, B3, and Al

The following interprets the requirement that " The procedures for examining and maintaining the
audit files as well asthe detailed audit record structure for each type of audit event shall be given.

The documentation of the detailed audit record structure may describe either the raw records
produced by the audit mechanism or the output of an audit post-processing tool aslong as the
records described contain the information specified in the audit requirement. If the output of the
audit post-processing tool is described, the tool is considered part of the TCB.

9.25.1.2 Application to Adaptive Server Anywhere

The DBA uses the dbtran post-processing tool to retrieve audit records in human readable form.
The C2 Supplement and the FER describe the audit record structures and the latter document
provides sample records.

9.25.21-0069 Flexibility in packaging TFM

9.25.2.1 Text of Interpretation
Thisinterpretation is effective 1993-10-20 and applies to classes C1, C2, B1, B2, B3, and Al

The following interprets the requirement that "A manual addressed to the ADP system administrator

shall present cautions about functions and privileges that should be controlled when running a secure

facility.”
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All TFM documentation shall be in aform that system administrators and users can read at the time
that an understanding of the topics covered is needed to use the system in a secure manner (e.g., it
shall not be required that the system be brought up in order to read instructions about how to bring
up the system). The documents or portions of documents that make up the TFM shall be precisely
identified. There are no further restrictions on the packaging (one document, several documents,
parts of several documents) or delivery (hardcopy, online) of the TFM.

9.25.2.2 Application to Adaptive Server Anywhere

The TFM is contained in several documents including a Reference Manual and User’s Guide that are
formatted so that they can be accessed on-line. In addition, the C2 Supplement and C2
Documentation Update are available on-line at the Sybase web site. See Section 8.9, Trusted
Facility Manual, for the list of documents that comprise the TFM. See Appendix A for how to
access the C2 Supplement and C2 Documentation Update.

9.26 Trusted Path

No requirement at C2.

9.27 Trusted Recovery

No requirement at C2.
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10 Appendix A - Evaluated Software Components

The evaluated software configuration is Sybase, Inc.’s Adaptive Server Anywhere 7.0.0 with C2
Update (ASA) running on Microsoft’'s Windows NT 4.0 with Service Pack 6awith C2 Update as
configured by the ASA 7.0.0 C2 Supplement, a component of the ASA Trusted Facility Manual.

Except for the C2 Supplement and the C2 Documentation Update, the documents that comprise the
SFUG and TFM are provided with the ASA 7.0.0 with C2 Update software in hardcopy and/or on
the product CD. (See Section 8.8, Security Features User’s Guide and Section 8.9, Trusted Facility
Manual.) The C2 Supplement, the C2 Documentation Update, and the C2 Update/Patch required for
product installation must be downloaded from the web site that Sybase has established for this
product. That web site can be accessed as follows:

1. Go to http://www.sybase.com/devel oper

2. Click on "Mobile & Wireless Developer” in the list on the left

3. Click on "Downloads’ in thelist on the | eft

4. Follow thelink in the resulting list to the page containing the C2 documents and C2 Patch.

The C2 Supplement provides detailed instructions for installing ASA in its evaluated configuration.
In addition, it specifies the software functionality that isincluded in or excluded from the evaluated
configuration. For convenience, the mgjor features of the evaluated configuration from the C2
Supplement are summarized below:

* The ASA evaluated software includes both the stand-alone engine (dbeng7.exe) and the network
server (dbsrv7.exe).

* Microsoft Windows NT 4.0 must beinstalled in its evaluated configuration as specified in its
Trusted Facility Manual. (Follow links from the Trusted Products Evaluation Program (TPEP)
website http://www.radium.ncsc.mil/tpep/ to access this document.)

* ASA must beinstaled on an NTFS partition on Windows NT.

* ASA must beinstalled in accordance with the Installation section of the C2 Supplement. This
section specifies the options and capabilities that must be enabled or disabled for C2 operation.

* The C2 Update (also known as the C2 Patch) must be installed.

* ASA must beinstaled to run asaWindows NT Service.

»  Communications between client applications and ASA must occur over Windows NT Named
Pipes.

* Although the Windows NT machine can be networked, the ASA server cannot be accessed
remotely. (ASA was only tested on asingle machine and ASA cannot be accessed remotely over
Named Pipes.)

» Usersmust useintegrated login.

* Transaction logging is required.

* Thetrusted client interfaces include Interactive SQL, command line utilities, and the ESQL
application programming interface.

* ASA must be maintained in accordance with the C2 Supplement.
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11 Appendix B - Evaluated Product List Entry

SYBASE, INC.
ADAPTIVE SERVER ANYWHERE
VERSION 7.0.0
WITH C2 UPDATE

July 2000

TTAP EVALUATION FACILITY

Security Evauation Laboratory, CygnaCom Solutions, an Entrust Technol ogies company,
http://www.cygnacom.com/labs/sel.htm. Contact santosh.chokhani @entrust.com.

PRODUCT DESCRIPTION:

Sybase Inc.’s Adaptive Server Anywhere 7.0.0 with C2 Update (ASA) is a client-server relational
database management system (DBMYS). In the evaluated configuration, ASA executes on the
Microsoft Windows NT 4.0 with Service Pack 6a and C2 Update operating system. ASA is Sybase's
commercial DBMS for mobile computing. Both the ASA stand-alone engine and the ASA network
server were evaluated. However, the ASA server cannot be accessed remotely in the evaluated
configuration. The client and server were evaluated running on the same machine.

ASA provides an integrated login mechanism that maps the ASA user ID to the NT user ID. ASA’s
discretionary access control (DAC) mechanism controls access of users and groups to tables, views,
procedures and functions. ASA provides an audit mechanism that is separate from the NT audit
mechanism. ASA aso hasintegrity features such as triggers, declarative and referential integrity,
and transaction control. In addition, ASA includes a suite of tools for system administration.

The ASA relational database delivers rich database functionality, including full transaction
processing, stored procedures, row-level locking, and Java support. ASA is designed to be self-
tuning and yet maintain a small footprint. ASA symmetric multi-processor (SMP) support ensures
top performance for greater numbers of users. A high-performance, self-tuning query optimizer
determines the most effective way to access information and utilize additional processors, thereby
improving performance and eliminating the need for expert tuning.

PRODUCT STATUS

Adaptive Server Anywhere 7.0.0 with C2 Update has been available since March 2000. The
evaluation contact for ASA at Sybase, Inc. is Mike Paola. Mike can be reached at (519) 883-6311 or
by email at mpaola@sybase.com. ASA sales can be reached at 1-800-8-SYBASE or by email at
dbtalk@sybase.com. Sybase 's web address is http://www.sybase.com.
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SECURITY EVALUATION STATUS:

Sybase Inc.’s Adaptive Server Anywhere 7.0.0 with C2 Update hosted on Microsoft Windows NT
4.0 with Service Pack 6a and C2 Update was evaluated against the "DoD Trusted Computer System
Evaluation Criteria," dated December 1985, asinterpreted by the "Trusted Database M anagement
System Interpretation of the Trusted Computer System Evaluation Criteria," dated April 1991, asa
C2 class database management system.

The Security Evaluation Laboratory of CygnaCom Solutions has determined that the highest class at
which ASA running on NT satisfies all specified requirements of the Criteriais class C2. For a
complete description of how ASA running on NT satisfies each requirement of the TCSEC and TDI,
see the Final Evaluation Report: Sybase, Inc., Adaptive Server Anywhere 7.0.0 with C2 Update.

EVIRONMENTAL STRENGTHS:

Adaptive Server Anywhere 7.0.0 with C2 Update provides an integrated login mechanism for user
identification and authentication. This mechanism uses the Windows NT integrated login
capabilities and grants database access to users by way of their NT user name and password.
Integrated Login is the only permitted user authentication mechanism in the evaluated configuration.

ASA enforces aDiscretionary Access Control (DAC) security policy on the subjects and objects
under its control through the standard SQL GRANT and REV OKE mechanism. Database
connections are the ASA subjects. ASA objects include tables, views, procedures, and functions.
Object owners can grant and revoke object permissions to/from users and groups. Stored
procedures, triggers, and views can be used to provide enhanced DAC capabilities by propagating
the object access permissions of the procedure owner to the procedure user. This mechanism
provides a means to specify and limit how users may interact with sensitive tables and databases.

For example, atable owner can prohibit users from accessing the table directly, while allowing users
to access a procedure that accesses that table in arestricted manner that the table owner specifies.

ASA provides the capability for auditing. An audit reduction tool alows audit records to be selected
sequentially by user.

ASA provides two authorities: DBA (database administrator) and Resource. Users with DBA
authority can perform trusted system administrative functions such as adding new users, granting
authorities, and managing audit logs. By default, each newly created database includes the DBA user
ID that is granted DBA authority. Resource authority permits users to create database objects.
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2 15 Appendix F - Acronyms

3
ADP Automated Data Processing
API Application Programming Interface
ASCII American Standard Code for Information Interchange
ASA Adaptive Server Anywhere
CD Compact Disk
CMD Command
DAC Discretionary Access Control
DB Database
DBA Database Administrator
DBLIB Database Library
DBMS Database Management System
DDL Data Definition Language
DLL Dynamic Link Library
DML Data Manipulation Language
DU Data Unit
EPL Evaluated Products List
ESQL Embedded SQL
FER Final Evaluation Report
ID Identification
I/O Input/Output
IP Internet Protocol
IPAR Initial Product Assessment Report
ISQL Interactive SQL
JAR Java ARchive
JDBC Java Database Connectivity
JDK Java Development Kit
JNI Java Native Interface
JVM Java Virtual Machine
LRU Least Recently Used
MAPI Mail Application Program Interface
MSDN Microsoft Data Network
NSA National Security Agency
NT New Technology
NTFS NT File System
ODBC Open Database Connectivity
(O] Operating System
PAT Process Action Team
PGWG Process Action Team Guidance Working Group
RC Read Committed
RR Repeatable Read
RU Read Uncommitted
SEQ Sequence
SFUG Security Features Users Guide
SMP Symmetric Multi-Processor
SP Stored Procedure
SQL Structured Query Language
SSPI Security Support Provider Interface
TCB Trusted Computing Base
TCP Transmission Control Protocol
TCSEC Trusted Computer System Evaluation Criteria
TDI Trusted Database Interpretation
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DS
TEF
TFM
TRB
TS
TSQL
TTAP
URL
VGA
VM

Tabular Data Stream Protocol

TTAP Evaluation Facility

Trusted Facility Manual

Technical Review Board

Transactions Serialized

Transact-SQL

Trust Technology Assessment Program
Universal Record Locator

Video Graphics Array

Virtual Machine
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28
29
30
31
32
33

35
36
37
38
39
40
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21. Sybase, Inc., Adaptive Server Anywhere C2 Test Procedures
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16.3 Microsoft Windows NT
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Corporation, Windows NT Workstation and Server, Version 4.0, Service Pack 6a, with C2
Update; 15 December 1999.

25. Microsoft Corporation, C2 Administrator’s and User’s Security Guide, Microsoft Windows NT,
Version 4.0.

16.3.2 Books:

26. Microsoft Windows NT Wor kstation Resource Kit, Microsoft Press, 1996. (Referenced by the
TFM.)

27. Stinson, Craig and Carl Siechert, Running Microsoft Windows NT Workstation Version 4.0,
Microsoft Press, 1996.

28. Administering Microsoft NT 4.0 Class Pack, Microsoft Official Curriculum, 1998.
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30. Sutton, Stephen A., Windows NT Security Guide, Trusted System Services, Inc., 1997.

16.3.3 Microsoft Web Sites:

Microsoft Website Link

Description

http://msdn.microsoft.com

Welcome to MSDN Online

http://support.microsoft.com/servicedesks/fileversio
n/default.asp?vartarget=msdn

Microsoft DLL Help database

http://msdn.microsoft.com/library/default.htm

Welcome to the MSDN Library

http://www.microsoft.com/ntserver/nts/downloads/r
ecommended/SP6/allSP6.asp

Windows NT 4.0 Service Pack 6a

http://support.microsoft.com/support/kb/articles/Q2
46/0/09.ASP

Windows NT 4.0 Service Pack 6a Available

http://support.microsoft.com/support/kb/articles/Q2
41/2/11.ASP

List of Bugs Fixed in Windows NT 4.0 Service Pack
6/6a (Part 1)

http://support.microsoft.com/support/kb/articles/Q2
44/6/90.ASP

List of Bugs Fixed in Windows NT 4.0 Service Pack
6/6a (Part 2)

http://support.microsoft.com/support/kb/articles/q24
4/5/99.asp

Fixes Required in TCSEC C2 Security Evaluation
Configuration for Windows NT 4.0 Service Pack 6a

http://support.microsoft.com/support/kb/articles/q24
0/0/49.asp

How to Obtain Diagnostic i386 Processor Integrity
Tests Required by the C2 TFEM for Windows NT 4.0

http://www.microsoft.com/security/issues/deploying
c2.asp

Deploying Windows NT 4.0 in a C2 Evaluated
Configuration

http://support.microsoft.com/support/kb/articles/Q1
90/2/15.ASP

INFO: MDAC-Related White Papers (ODBC/OLE
DB/ADO/RDS)

http://www.microsoft.com/TechNet/win2000/win2ks
rv/technote/sspi2k.asp

Security Support Provider Interface (SSPI)
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